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(57)Abstract: M% 
PROBLEM TO BE SOLVED: To enable the final output of digital 
contents in a form to stimulate audio and visual desires of a user, while 
protecting rights of the digital contents. 

SOLUTION: An information processor body 102 transfers the digital 
contents (display data) encoded by using an encoding key information 
105 to be shared with a display device 103 to the display device 103 and 
the display device 103 performs a decoding processing to the display 
data to be transferred from the information processor body 102 by using 
the encoding key information 105. The display data to be transferred 
from the information processor body 102 to the display device 103 here 
is one, the only a part of which is encoded, for example, and every piece 
of display data for several lines is encoded every several lines. 
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CLAIMS 



[Claim(s)] 

[Claim 1] In the information processor equipped with the processor and the output unit at least the above- 
mentioned processor A cipher-processing means to perform cipher processing to a digital content using the 
cryptographic key information shared with the above-mentioned output unit, It has a transfer means to transmit 
the enciphered digital content to the above-mentioned output unit. The above-mentioned output unit An input 
means to input the digital content transmitted from the above-mentioned processor, The information processor 
characterized by having a decode processing means to perform decode processing using the cryptographic key 
information shared with the above-mentioned processor, and an output means to output the digital content after 
decoding an encryption part, to the inputted digital content. 

[Claim 2] In the information processor equipped with the processor and the output unit at least the above- 
mentioned processor A cipher-processing means to perform cipher processing to a part of digital content using 
the cryptographic key information shared with the above-mentioned output unit, It has a transfer means to 
transmit the digital content as which the part was enciphered to the above-mentioned output unit. The above- 
mentioned output unit An input means to input the digital content transmitted from the above-mentioned 
processor, The information processor characterized by having a decode processing means to perform decode 
processing using the cryptographic key information shared with the above-mentioned processor, and an output 
means to output the digital content after decoding an encryption part, to the inputted digital content 
[Claim 3] In the information processor equipped with the processor and the output unit at least the above- 
mentioned processor As opposed to the digital content inputted as an input means to input the enciphered 
digital content A decode processing means to perform decode processing using the cryptographic key 
information for decoding this digital content, A cipher-processing means to perform cipher processing to a part 
of digital content after decode using the cryptographic key information shared with the above-mentioned output 
unit, It has a transfer means to transmit the enciphered digital content to the above-mentioned output unit. The 
above-mentioned output unit An input means to input the digital content transmitted from the above-mentioned 
processor, The information processor characterized by having a decode processing means to perform decode 
processing using the cryptographic key information shared with the above-mentioned processor, and an output 
means to output the digital content after decoding an encryption part, to the inputted digital content 
[Claim 4] The information processor characterized by to have an input means input the enciphered digital 
content, a decode processing means perform decode processing using the cryptographic key information for 
decoding this digital content to the digital content which inputted, a cipher-processing means perform cipher 
processing to a part of digital content after decode using the cryptographic key information which shares with 
the output unit of the output destination change of this digital content, and a transfer means transmit the digital 
content as which a part was enciphered to the above-mentioned output unit. 

[Claim 5] It is the information processor which it is an information processor according to claim 3 or 4, and the 
digital content which the above-mentioned input means inputs makes one unit the formatting unit of the digital 
content at the time of a plaintext, and is characterized by being enciphered as some units of these units serve 
as a candidate for encryption. 

[Claim 6] It is the information processor characterized by being an information processor according to claim 2, 3, 
4, or 5, and for the above-mentioned cipher-processing means making one unit the formatting unit of the digital 
content at the time of a plaintext, and performing cipher processing for some units of these units as a 
processing object of cipher processing. 

[Claim 7] It is the information processor which the above-mentioned cipher-processing means makes one unit 
voice data for two or more samples about the voice data outputted to the above-mentioned voice regenerative 
apparatus when it is an information processor according to claim 2, 3, 4, or 5 and the above-mentioned output 



unit is a voice regenerative apparatus, and is characterized by performing cipher processing for some units of 
these units as a processing object of cipher processing. 

[Claim 8] When it is an information processor according to claim 2, 3, 4, or 5 and the above-mentioned output 
unit is a display, the above-mentioned cipher-processing means In the direction of Rhine of the indicative data 
outputted to the above-mentioned indicating equipment, the indicative data for two or more lines is made into 
one unit Some units of these units as a processing object of cipher processing The information processor which 
makes one unit the indicative data for two or more columns in the direction of a column of the indicative data 
which performs cipher processing or is outputted to the above-mentioned indicating equipment, and is 
characterized by performing cipher processing for some units of these units as a processing object of cipher 
processing. 

[Claim 9] It is the information processor which the above-mentioned cipher-processing means makes one unit 
the data for 1 pixel of the indicative data outputted to the above-mentioned indicating equipment when it is an 
information processor according to claim 2, 3, 4, or 5 and the above— mentioned output unit is an indicating 
equipment, and is characterized by performing cipher processing for the part as a processing object of cipher 
processing respectively about a part or all of these units. 

[Claim 10] The display characterized by having an input means to input the enciphered indicative data, a decode 
processing means to perform decode processing to the inputted indicative data using the cryptographic key 
information shared with the information processor of the source of this indicative data, and a display means to 
display the indicative data after decoding an encryption part. 

[Claim 11] The digital content which is an indicating equipment according to claim 10, and the above-mentioned 
input means inputs [ whether in the direction of Rhine of the indicative data at the time of a plaintext, as the 
indicative data for two or more lines is made into one unit and some units of these units serve as a processing 
object of cipher processing, it is enciphered, and ] Or the display which makes one unit the indicative data for 
two or more columns in the direction of a column of the indicative data at the time of a plaintext, and is 
characterized by being enciphered as some units of these units serve as a processing object of cipher 
processing. 

[Claim 12] It is the display which is an information processor according to claim 10, and the digital content which 
the above-mentioned input means inputs makes one unit the data for 1 pixel of the indicative data at the time of 
a plaintext, and is characterized by enciphering it respectively about a part or all of these units as the part 
serves as a processing object of cipher processing. 

[Claim 13] In the digital content distribution system equipped with the digital content distribution equipment 
which distributes a digital content, and the information processor which transmits and outputs the digital content 
distributed from digital content distribution equipment to an output unit the above-mentioned digital content 
distribution equipment An are recording means by which the digital content as which the part was enciphered 
using the 1st cryptographic key information shared with the above-mentioned information processor is 
accumulated, It has a distribution means to distribute the accumulated digital content to the above-mentioned 
information processor. The above-mentioned information processor An input means to input the digital content 
distributed from the above-mentioned digital content distribution equipment, A decode processing means to 
perform decode processing to the encryption part in the inputted digital content using the cryptographic key 
information on the above 1st, A cipher-processing means to perform cipher processing to a part of digital 
content after decoding an encryption part using the 2nd cryptographic key information shared with the above- 
mentioned output unit, It has a transfer means to transmit the enciphered digital content to the above- 
mentioned output unit. The above-mentioned output unit An input means to input the digital content transmitted 
from the above-mentioned information processor, A decode processing means to perform decode processing to 
the encryption part in the inputted digital content using the cryptographic key information on the above 2nd, It 
has an output means to output the digital content after decoding an encryption part The cipher-processing 
means of the above-mentioned digital content distribution equipment, and the cipher-processing means of the 
above-mentioned information processor The digital content distribution system which makes one unit the 
formatting unit of the digital content at the time of a plaintext, and is characterized by performing cipher 
processing for some units of these units as a processing object of cipher processing. 

[Claim 14] In the digital content distribution system equipped with the digital content distribution equipment 
which distributes a digital content, and the information processor which transmits and outputs the digital content 
distributed from digital content distribution equipment to an output unit It is the approach of distributing a digital 
content to the above-mentioned information processor from the above-mentioned digital content distribution 
equipment, and outputting with the above-mentioned output unit. The above-mentioned digital content 



distribution equipment the digital content as which the part was enciphered using the 1st cryptographic key 
information shared with the above-mentioned information processor As opposed to the encryption part in the 
digital content to which it distributes to the above-mentioned information processor, and the above-mentioned 
information processor is distributed from the above-mentioned digital content distribution equipment Perform 
decode processing using the cryptographic key information on the above 1st, and a part of digital content after 
decoding an encryption part is received. After performing cipher processing using the 2nd cryptographic key 
information shared with the above-mentioned output unit As opposed to the encryption part in the digital 
content to which the digital content after encryption is transmitted to the above-mentioned output unit, and the 
above-mentioned output unit is transmitted from the above-mentioned information processor Perform decode 
processing using the cryptographic key information on the above 2nd, and that of the digital content after 
decoding an encryption part is outputted. The digital content which the above-mentioned digital content 
distribution equipment distributes, and the digital content which the above-mentioned information processor 
transmits The digital content distribution and the output method which makes one unit the formatting unit of the 
digital content at the time of a plaintext, and is characterized by being enciphered as some units in these units 
serve as a candidate for encryption. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention distributes a digital content and relates to the approach of outputting with 
the information processor of a distribution place, enabling use in the form which stimulates audiovisual desire of 
the user who prevents the unauthorized use by the duplicate especially, and does not have a just use right about 
the technique of treating the digital content which needs protection of copyrights. 
[0002] 

[Description of the Prior Art] recent years, an image, voice, etc. — high — the demand which distributes added 
value information by the digital format is increasing, and in order to plan the protection of copyrights of a digital 
content, importance has been attached to prevention of an illegal copy. That is, since quality does not 
deteriorate even if it copies when it can copy easily, evils, such as infringement of the copyright by the illegal 
copy, are already producing a digital content. 

[0003] Encryption of a digital content is used, and only the user who received just cryptographic key information 
decodes the enciphered digital content, and enables it to confirm the contents generally as one of the anti- 
copying means. 
[0004] 

[Problem(s) to be Solved by the Invention] If there is no just cryptographic key information, it will become 
impossible however, to completely view and listen to the enciphered digital content, when a digital content is 
enciphered simply. 

[0005] This is because it becomes impossible for the software and hardware which the DS of a digital content 

will be destroyed and reproduce a digital content to completely interpret DS by performing simple encryption 

which disregarded the format, in spite of formatting the digital content according to a certain format. 

[0006] Then, unless a user purchases a digital content and just cryptographic key information comes to hand, 

the contents will not be able to be confirmed but the threshold of digital content purchase will become high for a 

user. 



[0007] Although right protection of a digital content is made into a major premise in order to solve such a 
problem, it is desirable to distribute a digital content in the form which stimulates audiovisual desire of a user. 
[0008] Moreover, conventionally, encryption of a digital content is performed only about the path until it reaches 
a users information processor, and is not set as the object of the protection of copyrights by encryption in the 
information processor about the path at the time of outputting to final output equipments, such as a display. 
[0009] Since the final output equipment of a digital input like a liquid crystal display is becoming common in 
recent years instead of the final output equipment of an analog input like the conventional CRT (Cathode-Ray 
Tube) indicating equipment, there is a possibility that the illegal copy of a digital content may be performed, in 
the path at the time of outputting to such final output equipment 

[0010] Then, the purpose of this invention is in an information processor to make it possible to prevent the 
illegal copy in the path at the time of finally outputting a digital content. 

[0011] Moreover, in an information processor, another purpose of this invention is by stimulating audiovisual 
desire of a user to make it possible to promote distribution or sale of contents at the time of digital one while 
protecting the right of a digital content. 
[0012] 

[Means for Solving the Problem] In order to attain the above-mentioned purpose, this invention transmits the 
digital content which the above-mentioned processor enciphered using the cryptographic key information shared 
with the above-mentioned output unit in the information processor equipped with the processor and the output 
unit at least to the above-mentioned above-mentioned output unit, and the above-mentioned output unit is 
made to perform decode processing to the digital content transmitted from the above-mentioned processor 
using the above-mentioned cryptographic key information. 

[0013] And especially, in order to attain another purpose, the digital content transmitted to the above- 
mentioned output unit from the above-mentioned processor makes one unit the formatting unit of the digital 
content at the time of a plaintext, and they are made to be enciphered in this invention, as some units of these 
units serve as a candidate for encryption. 
[0014] 

[Embodiment of the Invention] Hereafter, the gestalt of operation of this invention is explained with reference to 
a drawing. 

[0015] Drawing 1 is the outline block diagram of the digital content distribution system concerning this operation 
gestalt 

[0016] For 100, as for an information processor and 102, digital content distribution equipment and 101 are [ the 
body of an information processor and 103 ] displays among drawing. 

[0017] The digital content distribution system concerning this operation gestalt makes the major premise right 
protection of the high added value contents distributed as digital data by digital content distribution equipment 
100. That is, the digital content (distribution data) by which between digital content distribution equipment 100 
and the bodies 102 of an information processor is transmitted to the digital content distribution system 
concerning this operation gestalt, and the digital content (indicative data) to which between the body 102 of an 
information processor and indicating equipments 103 is transmitted are aiming at protection by having 
enciphered these for what is digital data respectively. 

[0018] And the digital content distribution system concerning this operation gestalt aims at enabling distribution 
of a digital content in the form which stimulates audiovisual desire of a user. That is, the digital content 
distribution system concerning this operation gestalt is the enciphered digital content, and makes it possible to 
stimulate an audiovisual demand of a user. 

[0019] Specifically, the digital content to which between digital content distribution equipment 100 and the 
bodies 102 of an information processor is transmitted is encryption data enciphered with the cipher system with 
which the digital data formatted by compression methods decided beforehand, such as JPEG (Joint 
Photographic Experts Group) and MPEG (Moving Picture Experts Group), was decided [ DES / (Data Encryption 
Standard) ] beforehand. 

[0020] Here, even if digital content distribution equipment 100 is network equipment which distributes a digital 
content via a network, it may be the record medium with which digital contents, such as an optical disk medium 
and a magnetic-disk medium, were recorded, for example. 

[0021] That is, digital content distribution equipment 100 may not perform cipher processing that it should just 
be enciphered when the digital content distributed by digital content distribution equipment 100 is distributed 
from digital content distribution equipment 100. 

[0022] Now, as shown in drawing 1 . it sets to the digital content distribution system concerning this operation 
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gestalt, and digital content distribution equipment 100 and the body 102 of an information processor have the 
function to share the cryptographic key information 104 for enciphering / decrypting a digital content 
(distribution data) by a certain approach. 

[0023] About the approach of sharing the cryptographic key information 104 t various approaches serve as a 
well-known technique, and what kind of approach may be adopted. 

[0024] For example, the approach the body 102 of an information processor receives the cryptographic key 
information 104 is mentioned from the network equipment which has managed the cryptographic key information 

104 used for encryption of a digital content. Network equipment enciphers the cryptographic key information 104 
using the public key information on the body 102 of an information processor, and it is made for the body 102 of 
an information processor to decode for the private key information on own at this time. 

[0025] Moreover, the method of recording the cryptographic key information 104 used for encryption of the 
digital content (finishing [ encryption ]) currently recorded on the magnetic-disk medium, for example on the 
nonvolatile storage inside the body 102 of an information processor at the time of manufacture of the body 102 
of an information processor is mentioned. 

[0026] Similarly, as shown in drawing 1 , it sets to the digital content distribution system concerning this 
operation gestalt, and the body 102 of an information processor and the indicating equipment 103 have the 
function to share the cryptographic key information 105 for enciphering / decrypting a digital content (indicative 
data) by a certain approach. 

[0027] Also about the approach of sharing the cryptographic key information 105, like the approach of sharing 
the cryptographic key information 104, various approaches serve as a well-known technique, and what kind of 
approach may be adopted. 

[0028] For example, the approach a display 103 receives the cryptographic key information 105 which the body 

102 of an information processor used for encryption of a digital content from the body 102 of an information 
processor is mentioned. The body 102 of an information processor enciphers the cryptographic key information 

105 using the public key information on a display 103, and it is made for a display 103 to decode for the private 
key information on own at this time. 

[0029] Moreover, for example, the method of recording the cryptographic key information 105 on the nonvolatile 
storage of each interior at the time of manufacture of the body 102 of an information processor and a display 

103 is mentioned. 

[0030] Moreover, as shown in drawing 1 , it sets to the digital content distribution system concerning this 
operation gestalt As opposed to the encryption part in the digital content to which the body 102 of an 
information processor is distributed from (1) digital-content distribution equipment 100 The decode function to 
perform decode processing 106 using the cryptographic key information 104, the expansion function to perform 
expansion processing 107 of the digital content after decoding (2) encryption parts, (3) As opposed to a part of 
the display-control function and (4) indicative datas which perform display-control processing 108 changed into 
the indicative data for outputting the developed digital content with the bit rate which an indicating equipment 
103 requires It has the code function to perform cipher processing 109 using the cryptographic key information 
105. 

[0031] Moreover, as shown in drawing 1 , in the digital content distribution system concerning this operation 
gestalt, the display 103 has the decode function to perform decode processing 110 using the cryptographic key 
information 105, and the display function which performs display processing 111 of the indicative data after 
decoding (2) encryption parts to the encryption part in the indicative data enciphered by the code function of 
the body 1 02 of (1 ) information processor. 

[0032] Next, outline actuation of the digital content distribution system concerning this operation gestalt is 
explained using drawing 2 . 

[0033] Drawing 2 is the outline operation flow chart of the digital content distribution system concerning this 
operation gestalt 

[0034] Setting to drawing 2 , digital content distribution equipment 100 and the body 102 of an information 
processor first share the cryptographic key information 104 for enciphering / decrypting a digital content 
(distribution data) by a certain approach (step 201). Since various approaches serve as a well-known technique 
about the approach of sharing the cryptographic key information 104 and what kind of approach may be adopted 
as mentioned above, it does not specify here. 

[0035] Then, digital content distribution equipment 100 distributes the digital content as which the part was 
enciphered using the cryptographic key information 104 to the body 102 of an information processor (step 202). 
As mentioned above, digital content distribution equipment 100 may not perform cipher processing that what is 



necessary is to just be enciphered when the digital content distributed by digital content distribution equipment 
100 is distributed from digital content distribution equipment 100. 

[0036] Then, the body 102 of an information processor performs decode processing 106 using the cryptographic 
key information 104 to the encryption part in the digital content distributed from digital content distribution 
equipment 100 (step 203). By processing of step 203, the body 102 of an information processor will obtain the 
digital content of a plaintext to the interior. 

[0037] Then, the body 102 of an information processor performs expansion processing 107 of the digital content 
obtained by processing of step 203 (step 204). For example, when the digital content obtained by processing of 
step 203 is MPEG data formatted by the MPEG method, the body 102 of an information processor will obtain the 
dynamic-image data which become the interior from per second 30 frames by processing of step 204. 
[0038] Then, display-control processing 108 for outputting with the bit rate which an indicating equipment 103 
requires to the indicative data containing the dynamic-image data obtained by processing of step 204 is 
performed (step 205). For example, when a display 103 is a TFT (Thin FilmTransistor) liquid crystal display, in 
processing of step 205, the body 102 of an information processor generates the sequential indicative data of 
about per second 60-70 frames. 

[0039] Then, the body 102 of an information processor and an indicating equipment 103 share the cryptographic 
key information 105 for enciphering / decrypting a digital content (indicative data) by a certain approach (step 
206). Since various approaches serve as a well-known technique about the approach of sharing the 
cryptographic key information 105 and what kind of approach may be adopted as mentioned above, it does not 
specify here. 

[0040] Then, the body 102 of an information processor performs cipher processing 109 to the part in the 
indicative data generated by processing of step 205 using the cryptographic key information 105 (step 207). By 
processing of step 207, the body 102 of an information processor will obtain the indicative data as which the 
part was enciphered by the interior. 

[0041] Then, the body 102 of an information processor outputs the indicative data as which the part was 
enciphered to an indicating equipment 103 (step 208). 

[0042] Then, an indicating equipment 103 performs decode processing 110 using the cryptographic key 
information 105 to the encryption part in the indicative data outputted from the body 102 of an information 
processor (step 209). By processing of step 209, an indicating equipment 103 will obtain the indicative data of a 
plaintext to the interior. 

[0043] Then, an indicating equipment 103 performs display processing 111 of the indicative data obtained by 
processing of step 209 (step 210). The indicative data which contains the dynamic-image data obtained by 
processing of step 204 by processing of step 210 will be displayed. 

[0044] As mentioned above, the digital content distributed from digital content distribution equipment 100 will be 
displayed by processing of step 201 - step 210 with a display 103. 

[0045] In addition, below, the actuation realized by processing of step 201 - step 204 among actuation of the 
digital content distribution system concerning this operation gestalt is called "distribution path encryption" 
actuation, and the actuation realized by processing of step 205 - step 210 is called "output path encryption" 
actuation. 

[0046] Moreover, even if processing of step 206 is performed in advance of distribution path encryption 
actuation, it may be carried out in parallel. Moreover, depending on the configuration of an information processor 
101, sequence may reverse processing of step 205, step 206, and step 207. 
[0047] Next, the detail of distribution path encryption actuation is explained. 

[0048] First outline actuation of the information processor 101 concerning this operation gestalt is explained 
using drawing 3 . 

[0049] Drawing 3 is the outline block diagram of the information processor 101 concerning this operation gestalt. 

[0050] By drawing 3 , it is a part about a display among the information processors 101, such as a personal 
computer (PC), and only the part about distribution path encryption actuation is shown. 

[0051] the inside of drawing, and 102 — the body of an information processor, and 103 — a display and 104 — 
cryptographic key information and 301 — a central processing unit (CPU:Central Processing Unit) and 302 — a 
system memory and 303 — for an input control unit and 306, as for a bus and 308, the CCE and 307 are [ a 
display control and 304 / display memory and 305 / the decode processing section and 309 ] the contents 
expansion processing sections. 

[0052] In drawing 3 , when digital content distribution equipment 100 is network equipment, CCE 306 inputs a 



digital content according to directions of CPU301. Moreover, when digital content distribution equipment 100 is a 
record medium, an input control unit 305 inputs a digital content according to directions of CPU301. The digital 
content which CCE 306 or an input control unit 305 inputted is inputted into a display control 303 through a bus 
307 according to directions of CPU301. 

[0053] In a display control 303, the decode processing section 308 performs decode processing 106 to the 
encryption part in the inputted digital content using the cryptographic key information 104 currently held inside 
the display control 303, and obtains the digital content of a plaintext inside a display control 303. Then, the 
contents expansion processing section 309 performs expansion processing 107 of a digital content which the 
decode processing section 308 decoded, and obtains the digital content developed inside the display control 303. 

[0054] The actuation so far is equivalent to distribution path encryption actuation. About the detail of 
subsequent output path encryption actuation, it mentions later. 

[0055] In addition, the decode processing section 308 and the contents expansion processing section 309 may 
be made to be mounted in a display control 303 as hardware, and prepare CPU and memory original in a display 
control 303, and may be made to be mounted as software. 

[0056] Next, distribution path encryption actuation explains an example of the encryption approach of the digital 
content distributed from digital content distribution equipment 100 using drawing 5 and drawing 6 . 
[0057] Drawing 5 is the explanatory view showing an example of the encryption approach of the digital content 
distributed from digital content distribution equipment 100, and drawing 6 is the explanatory view showing the 
display image at the time of displaying the digital content enciphered by the encryption approach shown in 
drawing 5 with an indicating equipment 103. 

[0058] In drawing 5 and drawing 6 , the case where a digital content is MPEG data is made into the example. 
[0059] An one-frame mxn pixel and the dynamic-image data which consist of per second k frames are classified 
into three formats, I picture format, P picture format, and B picture format, according to compression by the 
MPEG method, for example. 

[0060] (1) In an I picture formal I picture format, after the image data of an one-frame mxn pixel is divided into 
two or more 8x8-pixel blocks, and orthogonal transformation processing is performed for every block and 
changed into frequency-domain data, it quantizes and a data compression is performed. In I picture data, coding 
only for the data in a former frame is made, and one frame data are obtained from I picture data by expansion 
processing. 

[0061] (2) In a P picture formal P picture format, the data compression which performed inter-frame prediction 
of the forward direction is performed. P picture data — difference with I picture — coding using information is 
made and P picture data and I picture data used as former drawing are needed for restoration of a former frame. 
That is, image data is not obtained only with P picture data. 

[0062] (3) In a B picture formal B picture format, the data compression which performed bidirectional inter- 
frame prediction is performed. B picture data — the difference between I picture and P picture — coding using 
information is made and P picture data, I picture data used as former drawing, and B picture data are needed for 
restoration of a former frame. That is, image data is not obtained only with B picture data. 
[0063] Moreover, the sign allotment of one picture data becomes small in order of I picture, P picture, and B 
picture, as shown in drawing 5 . Dynamic-image data are encoded in sequence, such as IBB, PBB, PBB, IBB, 
PBB, and PBB, for every frame. 

[0064] The following three approaches can be considered as the MPEG data encryption approach with such a 
property. 

[0065] (1) As the encryption approach of the 1st encryption approach 1st, there is a method of enciphering only 
I picture data. The 1 st encryption approach is further divided into the approach of enciphering for every high 
frequency field data / low frequency field data of /Not giving, paying attention to the frequency component 
within the approach of enciphering for every block used as a compression unit of /Not giving, and the block used 
as a compression unit 

[0066] First, if the former approach (the approach of enciphering for every block used as a compression unit 
of /not giving) is explained, in case encryption by this approach will be performed, for example to the former 
image shown in drawing 6 (a), a block is made into the processing object of cipher processing, cipher processing 
is performed to a certain block, and it is made not to perform cipher processing to a certain block. 
[0067] If the MPEG data enciphered by this approach do not perform decode processing which used the 
cryptographic key information 104, the image at the time of being displayed on an indicating equipment 103 
comes to be shown in drawing 6 (b). By this approach, by making the block count which enciphers fluctuate, it is 



controllable in the dirt degree of a former image, and can change freely what indication is performed. 
[0068] Next, if the latter approach (the approach of enciphering for every high frequency field data / low 
frequency field data of /not giving) is explained, in case encryption by this approach will be performed, for 
example to the former image shown in drawing 6 (a), the low frequency field data within a block are made into 
the processing object of cipher processing, cipher processing is performed to the low frequency field data under 
each block, and it is made not to perform cipher processing to high frequency field data. If the MPEG data 
enciphered by this approach do not perform decode processing which used the cryptographic key information 
104, the image at the time of being displayed on an indicating equipment 103 comes to be shown in drawing 6 (c). 

[0069] Although it will not illustrate if high frequency field data are enciphered, although it will become difficult 
for a former image to be polluted greatly and to observe a former image as shown in drawing 6 (c) if low 
frequency field data are enciphered, it becomes the image superimposed on the noise by the former image. 
[0070] By this approach, by choosing the frequency domain which enciphers, it is controllable in the dirt degree 
of a former image, and can change freely what indication is performed. Moreover, even if it does not make all 
blocks into the processing object of cipher processing, it is good also considering a part of blocks as a 
processing object of cipher processing. 

[0071] when only I picture data is enciphered by the 1st encryption approach, and there is no cryptographic key 
information 104, I picture data cannot be restored, therefore it is shown in drawing 5 — as — the difference of I 
picture data — P picture data and B picture data which are information also become impossible [ also 
developing these ], although not enciphered. For example, when there are no dynamic-image data of 104 
cryptographic key information encoded in order of IBB, PBB, PBB t IBB, PBB, and PBB, it becomes xxx, xxx, xxx, 
xxx, xxx, and xxx (x means failure in normal decode and expansion.), and a former image with all normal frames is 
not obtained. 

[0072] (2) As the encryption approach of the 2nd encryption approach 2nd, there is a method of enciphering only 
P picture data. The 2nd encryption approach is also further divided into the approach of enciphering for every 
high frequency field data / low frequency field data of /Not giving, like the 1st encryption approach paying 
attention to the frequency component within the approach of enciphering for every block used as a compression 
unit of /Not giving, and the block used as a compression unit. 

[0073] when only P picture data is enciphered by the 2nd encryption approach, and there is no cryptographic 
key information 104, P picture data cannot be restored, therefore it is shown in drawing 5 — as — the 
difference of I picture data and P picture data — B picture data which is information also becomes impossible 
[ also developing this ], although not enciphered. For example, the dynamic-image data of 104 cryptographic key 
information encoded in order of IBB, PBB, PBB, IBB, PBB, and PBB become Ixx, xxx, xxx, Ixx, xxx, and xxx (x 
means failure in normal decode and expansion.), when there is nothing, and the normal image frame obtained 
serves as only I picture data. 

[0074] (3) As the encryption approach of the 3rd encryption approach 3rd, there is a method of enciphering only 
B picture data. The 3rd encryption approach is also further divided into the approach of enciphering for every 
high frequency field data / low frequency field data of /Not giving, like the 1st encryption approach paying 
attention to the frequency component within the approach of enciphering for every block used as a compression 
unit of /Not giving, and the block used as a compression unit. 

[0075] When only B picture data is enciphered by the 3rd encryption approach, if there is no cryptographic key 
information 104 as shown in drawing 5 , B picture data cannot be restored. For example, the dynamic-image data 
of 104 cryptographic key information encoded in order of IBB, PBB, PBB, IBB, PBB, and PBB become Ixx, Pxx, 
Pxx, Ixx, Pxx, and Pxx (X means failure in normal decode and expansion.), when there is nothing, and the normal 
image frame obtained serves as only I picture data and P picture. 

[0076] As mentioned above, although three approaches were explained as the MPEG data encryption approach, 
you may make it combine these approaches with arbitration. 

[0077] Since a digital content is not enciphered simply, but the data made into the processing object of cipher 
processing are chosen in distribution path encryption actuation and he is trying to encipher only a part according 
to the digital content distribution system concerning this operation gestalt, when it does not have the just 
cryptographic key information 104, it will be in the condition that some former images were stained. Since it 
becomes possible since the value is spoiled to prevent the illegal copy of a digital content and a part of digital 
content is indicated, the digital content with which the part was soiled stimulates a viewing-and-listening 
demand of a user, and becomes possible [ urging perfect viewing and listening of a digital content ]. 
[0078] In case the data made into the processing object of cipher processing are chosen, he is trying to pay his 



attention to the format in the digital content distribution system especially applied to this operation gestalt. 
Namely, although it will be completely impossible for all the DS called the header, the payload, and footer to be 
lost, and to use as a digital content when it considers as the processing object of cipher processing by making a 
digital content into a mere bit string In the digital content distribution system concerning this operation gestalt 
Since he is trying to choose the data which do not treat a digital content as a mere bit string, but are made into 
the processing object of cipher processing according to the significant taste part of a format, not the whole data 
but a part of dirt is possible. 

[0079] Moreover, since cipher processing which used the cryptographic key information 104 for data dirt is used 
in distribution path encryption actuation, in order to stimulate viewing-andHistening desire of a user according to 
the digital content distribution system concerning this operation gestalt, it is not necessary to prepare a dirt 
digital content apart from a perfect digital content, and becomes that it is possible to reduce the cost 
concerning distribution and are recording of a digital content. 

[0080] Furthermore, according to the digital content distribution system concerning this operation gestalt, in 
distribution path encryption actuation, mitigation of the throughput of cipher processing / decode processing is 
also possible by making a part of digital content into the processing object of cipher processing, and avoiding 
cipher processing to the whole digital content. In addition, whenever [ dirt ], and throughput have the relation of 
a trade-off, and modification of a priority is easily possible according to a demand. 

[0081] It becomes possible to stimulate viewing-and-listening desire of a user, protecting copyright on the 
distribution path of a digital content by distribution path encryption actuation according to the digital content 
distribution system concerning this operation gestalt, as explained above. 

[0082] In addition, the information processor 101 concerning this operation gestalt is made the configuration 
shown in drawing 7 instead of the configuration shown in drawing 3 , and software may be made to realize the 
decode processing section 308 and the contents expansion processing section 309 which were shown in drawing 
3 . 

[0083] Drawing 7 is other outline block diagrams of the information processor 101 concerning this operation 
gestalt 

[0084] Like [ drawing 7 ] drawing 3 , it is a part about a display among the information processors 101, such as 
PC, and only the part about distribution path encryption actuation is shown. 

[0085] The same sign is given among drawing to the same component as drawing 3 .701 is a nonvolatile storage. 

[0086] In the information processor 101 of a configuration of being shown in drawing 7 , CPU301 realizes 
actuation of the decode processing section 308 shown in drawing 3 , and the contents expansion processing 
section 309 by loading a program and performing on a system memory 302. 

[0087] In drawing 7 , when digital content distribution equipment 100 is network equipment, CCE 306 inputs a 
digital content according to directions of CPU301. Moreover, when digital content distribution equipment 100 is a 
record medium, an input control unit 305 inputs a digital content according to directions of CPU301. The digital 
content which CCE 306 or an input control unit 305 inputted is inputted into a system memory 302 through a 
bus 307 according to directions of CPU301. 

[0088] To the encryption part in the inputted digital content, CPU301 performs decode processing 106 using the 
cryptographic key information 104, and obtains the digital content of a plaintext on a system memory 302. Then, 
CPU301 performs decoded expansion processing 107 of a digital content, and obtains the developed digital 
content. The obtained digital content is inputted into a display control 303. 

[0089] Here, by explanation which used drawing 3 , although held inside a display control 303, in the information 
processor 101 of a configuration of being shown in drawing 7 , as for the cryptographic key information 104, 
CPU301 shall also realize sharing of the cryptographic key information 104 by loading and performing a program 
on a system memory 302. 

[0090] Moreover, also in any of drawing 3 and drawing 7 , although the information processor 101 concerning this 
operation gestalt is considered as the configuration equipped with information-processor 102 body and the 
display 103, it may be the configuration which the body 102 of an information processor and the display 103 
unified. That is, it is good also as a Personal Digital Assistant called the so-called PDA (PersonalDigital 
Assistant) etc. in the information processor 101 concerning this operation gestalt. 

[0091] Generally, since a Personal Digital Assistant is constituted using CPU with the comparatively low engine 
performance, the memory of small capacity, etc. in many cases, cipher processing which is comparatively heavy 
processing has the problem of becoming a big burden for a Personal Digital Assistant 
[0092] Then, if a Personal Digital Assistant with such a problem is used by the digital content distribution 



system concerning this operation gestalt, when coexistence of the audiovisual desire stimulus of protection of 
copyrights. and a user which this invention makes the purpose by treating the digital content as which not the 
whole but the part was enciphered is realizable, the load fall effectiveness by reduction of code throughput can 
be acquired. When a Personal Digital Assistant realizes cipher processing by software especially, it becomes 
unnecessary to carry highly efficient CPU and a highly efficient bulk memory in cipher processing, and 
effectiveness, such as low-cost-izing and low-power-izing, is acquired. Moreover, since processing speed 
required for the hardware only for cipher processing falls when a Personal Digital Assistant is equipped with the 
hardware only for cipher processing, effectiveness, such as low-power-izing by the low working speed and low- 
cost-izing by small-scale-izing of hardware logic, is acquired. 

[0093] By the way, in above-mentioned explanation, although MPEG data (dynamic-image data) were made into 
the example, it is not necessarily aimed only at dynamic-image data. 

[0094] For example, when a digital content is JPEG data (static-image data), it is possible to use the encryption 
approach of I picture data mentioned above and the same encryption approach. 

[0095] Moreover, what is necessary is to perform band division to speech information, to be made to perform 
encryption only to the encryption/high frequency component only to a low-frequency component, or just to 
carry out as [ encipher / every number sample ], for example, since divided coding which became independent 
for every frequency component is performed when a digital content is MPEG data (voice data). Thus, if whenever 
[ data dirt ] is controlled, it will become possible to generate a jarring playback sound moderately. 
[0096] Now, the detail of output path encryption actuation is explained below. 

[0097] First, outline actuation of the information processor 101 concerning this operation gestalt is explained 
using drawing 4 . 

[0098] Drawing 4 is the outline block diagram of the information processor 101 concerning this operation gestalt. 

[0099] By drawing 4 , it is a part about a display among the information processors 101, such as PC, and only 
the part about output path encryption actuation is shown. 

[0100] The same sign is given among drawing to the same component as drawing 3 . As for the cipher- 
processing section and 402, 401 is [ the decode processing section and 403 ] data drivers. 

[0101] Here, let displays 103 be for example, liquid crystal display (LCDrLiquid Crystal Display) equipment and a 
display of a digital input like the CRT (Cathode-RayTube) equipment possessing a digital to analog function. 
[0102] In drawing 4 , the indicative data (plaintext indicative data) containing the digital content developed inside 
the display control 303 is accumulated in display memory 304 by the distribution path encryption actuation 
mentioned above according to directions of CPU301. 

[0103] In a display control 303, the plaintext indicative data accumulated in display memory 304 is inputted, and 
the cipher-processing section 401 performs cipher processing 109 to a part of inputted plaintext indicative data 
using the cryptographic key information 105 currently held inside the display control 303, and obtains the 
indicative data enciphered inside the display control 303. The obtained encryption indicative data is inputted into 
a display 103 from a display control 303. 

[0104] Then, in an indicating equipment 103, the decode processing section 402 performs decode processing 110 
to the encryption part in the inputted encryption indicative data using the cryptographic key information 105 
currently held inside the indicating equipment 103, and obtains a plaintext indicative data inside an indicating 
equipment 103. Then, the data driver 403 performs display processing 111 of a plaintext indicative data by 
supplying the plaintext indicative data which the decode processing section 402 decoded to each display pixel on 
a display screen. 

[0105] The above actuation is equivalent to output path encryption actuation. 

[0106] In addition, the cipher-processing section 402 may be made to be mounted in a display control 303 as 
hardware, and prepares CPU and memory original in a display control 303, and may be made to be mounted as 
software. 

[0107] Next, outline actuation of the display control 303 concerning this operation gestalt is explained using 
drawing 8 . 

[0108] Drawing 8 is the outline block diagram of the display control 303 concerning this operation gestalt 
[0109] Drawing 8 shows only the part about output path encryption actuation among display controls 303. 
[0110] 801 among drawing the timing generation section and 803 for a memory control section and 802 A timing 
signal, 804 a memory address signal and 304 for a memory control signal and 805 Display memory, 806 a LCD 
control signal and 808 for a LCD control section and 807 A plaintext indicative data, 809 a LCD indicative data 
and 811 for a timing control section and 810 A serial/parallel-conversion circuit (S/P circuit), For an encryption 



S/P finishing" LCD indicative data and 814, as for an encryption LCD indicative data and 81 6, a parallel/serial- 
conversion circuit (P/S circuit) and 815 are [ 812 / a S/P finishing LCD indicative data and 813 / a delay circuit 
and 817 ] delayed LCD control signals. 

[01 1 1] In drawing 8 , using the timing signal 803 sent from the timing generation section 802, the memory control 
section 801 generates the memory control signal 804 and the memory address signal 805, and reads the 
plaintext indicative data 808 from display memory 304 one by one. 

[01 12] On the other hand, the LCD control section 806 generates the LCD control signal 807 which controls the 
display timing of LCD using the timing signal 803 sent from the timing generation section 802. 
[0113] The timing control section 809 sends out the plaintext indicative data 809 read from display memory 304 
as a LCD indicative data 810 according to the display timing by the LCD control signal 807. 

[0114] That is, the plaintext indicative data 808 read from display memory 304 turns into the LCD indicative data 
810 which synchronized with the LCD control signal 807 by the timing control section 809. 
[0115] For example, supposing the LCD control signal 807 transmits the indicative data for 1 pixel by 1 data- 
transfer clock synchronization and consists of data whose 1 pixel is 16 bits, the LCD indicative data 810 will 
serve as a 16-bit data bus. Here, when a block cipher like DES is used for cipher processing, the cipher- 
processing section 401 will perform block cipher processing of 64 bitwises using the cryptographic key 
information 105. 

[0116] In order to absorb the difference in both batch, in the display control 303 concerning this operation 
gestalt, the S/P circuit 812 and the P/S circuit 814 are used. The S/P circuit 811 is the data width of face 
(here) of the LCD indicative data 810. About 16 bitwises, it is a code batch (here). It is what changes into 64 
bitwise width of face, and is supplied to the cipher-processing section 401 as a S/P finishing LCD indicative 
data 812. Moreover, the P/S circuit 814 The data width of face of the encryption S/P finishing LCD indicative 
data 813 after cipher processing was performed by the cipher-processing section 401 is changed into the data 
width of face of the LCD indicative data 810, and is supplied to the data driver 403 as an encryption LCD 
indicative data 815. 

[01 1 7] According to the data width of face of the LCD indicative data 810, and the code batch width of face of 
the cipher-processing section 401, the configurations of the S/P circuit 811 and the P/S circuit 814 differ. 
[0118] In the display control 303 applied to this operation gestalt as shown in drawing 8 Since processing by the 
S/P circuit 811, the cipher-processing section 401, and the P/S circuit 814 is prepared By making it output 
delay equivalent to delay by these processings as a delayed LCD control signal 817 by the delay circuit 816 in 
addition to the LCD control signal 807 which the LCD control section 806 generated The encryption LCD 
indicative data 816 outputted is made to be supplied to the data driver 403 from the P/S circuit 814 
synchronizing with the delayed LCD control signal 817. 

[0119] Thereby, creation of the encryption LCD indicative data 815 based on performing cipher processing to a 
part of indicative data on the way of [ of the display timing control by the display control 303 / processing ], i.e., 
real-time cipher processing of the LCD indicative data 810, is attained. 

[0120] Next, outline actuation of the display 103 concerning this operation gestalt is explained using drawing 9 . 
[0121] Drawing 9 is the outline block diagram of the display 103 concerning this operation gestalt. 
[0122] By drawing 9 , the case where a display 103 is a liquid crystal display is made into the example, and only 
the part (namely, liquid crystal drive drain side driver equivalent to the data driver 403) about output path 
encryption actuation is shown among displays 103. 

[0123] A latch circuit -3,912 is a liquid crystal drive circuit where 901 generate the timing signal (CL1 signal) 
with which the incorporation signal (CL2 signal) of an encryption indicative data and 902 output an encryption 
indicative data, and 903 outputs LCD driver voltage, and the voltage level for [ 904 ] a liquid crystal drive in the 
power source for a LCD drive, the level shifter to which a latch circuit -2,909 carries out a liquid crystal drive 
output signal and 906 to a latch address selector, and 907 carries out the pressure up of the latch circuit -1,908 
for 905 from circuit driver voltage to liquid crystal driver voltage and 910 among drawing, 911 is a plaintext 
indicative data 

[0124] In drawing 9 , the latch address selector 906 is counting falling of CL2 signal 901 (it is equivalent to the 
delayed LCD control signal 817 shown in drawing 8 .) inputted from the display control 303 synchronizing with 
the input of the encryption indicative data 902, and generates the latch signal over a latch circuit -1 (907). 
[0125] The encryption indicative data 902 inputted from the display control 303 is held on the latch circuit -1 
(907) at entry sequence by the latch signal which the latch address selector 906 generates. 
[0126] CL1 signal 903 is a Horizontal Synchronizing signal inputted for every display of one line, and the 
encryption indicative data 902 for 1 display Rhine latched by the input of CL1 signal 903 on the latch circuit -1 



(907) Is latched on every one-line latch circuit -2 (908) for every one-line display period. 
[0127] Decode processing 100 which used the cryptographic key information 105 is performed by the decode 
processing section 402, and the encryption indicative data 902 for one line latched on the latch circuit -2 (908) 
turns into the plaintext indicative data 912, and is latched on every one-line latch circuit -3 (91 1) for every one- 
line display period by CL1 signal 903. 

[0128] The plaintext indicative data 912 for one line latched on the latch circuit -3 (911) is changed into liquid 
crystal driver voltage through a level shifter 909 and the liquid crystal drive circuit 910, and is impressed to an 
one-line display period and liquid crystal. 

[0129] By the above processing, the display action to liquid crystal is performed for every line. 
[0130] When a block cipher like DES is used for decode processing, only the part in which parallel processing is 
possible makes coincidence arrange in parallel the number of bits to which the decode processing section 402 is 
outputted from a latch circuit -2 (908) per block here. For example, since a liquid crystal drive drain side driver 
will become 18432 bits per line supposing it is a 18-bit output per pixel with the 1024-pixel configuration per line, 
288 blocks of 64 bitwises (batch by DES) are made to arrange in parallel. And the decode processing section 402 
will perform block decode processing of 64 bitwises using the cryptographic key information 105. 
[0131] Thereby, creation and a display of the plaintext indicative data 912 based on performing decode 
processing to a part of indicative data on the way of [ of the display control by the liquid crystal drive drain side 
driver of an indicating equipment 103 / processing ] T i.e., real-time decode processing of the encryption 
indicative data 912, are attained. 

[0132] In addition, the display 103 concerning this operation gestalt may be made the configuration shown in 
drawing 10 instead of the configuration shown in drawing 9 . 

[0133] Drawing 10 is other outline block diagrams of the display 103 concerning this operation gestalt. 
[0134] Drawing 10 as well as drawing 9 makes the example the case where a display 103 is a liquid crystal 
display, and only the part (namely, liquid crystal drive drain side driver equivalent to the data driver 403) about 
output path encryption actuation is shown among displays 103. 

[0135] The same sign is given among drawing to the same component as drawing 9 . For 1001, as for a P/S 
circuit and 1003, a S/P circuit and 1002 are [ a S/P finishing indicative data and 1004 ] plaintext indicative 
datas. 

[0136] The indicating equipment 103 shown in drawing 10 the data width of face of the encryption indicative data 
902 When it differs from the data width of face of the decode batch of the decode processing section 402 
depending on the number of data bits and data transfer clock (CL2 signal 901) per pixel, by the S/P circuit 1001 
After changing the data width of face of the encryption indicative data 902 into the data width of face of a 
suitable decode batch and considering as the S/P finishing indicative data 1003, by the decode processing 
section 402 Decode processing is performed using the cryptographic key information 105, and the plaintext 
indicative data 1004 obtained by decode processing is changed into the data width of face of the plaintext 
indicative data 912 by the P/S circuit 1002. 

[0137] You may make it the decode processing section 402 make a processing block arrange in parallel 
according to the number of bits of the encryption indicative data 902 per pixel, and CL2 signal 901 that what is 
necessary is just to be able to process at least 1 block. 

[0138] As mentioned above, although the case where a display 103 was a liquid crystal display was taken for the 
example and output path encryption actuation was explained, if it is made to perform same decode processing on 
the way which performs digital processing even when a display 103 is CRT equipment which possesses the 
digital to analog section by the digital input, creation and a display of a plaintext indicative data will be attained. 
[0139] Next, output path encryption actuation explains an example of the encryption approach of the indicative 
data outputted from a display control 303 using drawing 1 1 and drawing 12 . 

[0140] Drawing 1 1 is the explanatory view showing an example of the encryption approach of the indicative data 
outputted from a display control 303, and is the explanatory view showing the display image at the time of 
displaying the enciphered indicative data with an indicating equipment 103. 

[0141] Drawing 1 1 shows the encryption approach of performing cipher processing in the direction of Rhine, and 
the encryption approach of performing cipher processing in the direction of a column, as the encryption 
approach of a former image (original plaintext indicative data). 

[0142] (1) In case encryption by this approach is performed to the encryption approach (original plaintext 
indicative data), for example, the former image shown in drawing 1 1 (a), of performing cipher processing in the 
direction of Rhine, in the direction of Rhine, the indicative data for two or more lines (for example, about several 
lines) is made into one unit, and be made to perform cipher processing for some units of these units as a 



processing object of cipher processing. It is made to repeat the case where the case where cipher processing is 
performed, and cipher processing are not specifically performed by turns for every indicative data for several 
lines. 

[0143] If the indicative data enciphered by this approach performs decode processing which used the 
cryptographic key information 105, the image at the time of being displayed on an indicating equipment 103 will 
turn into the same image as the former image shown in drawing 1 1 (a) t but if decode processing using the 
cryptographic key information 105 is not performed, the image at the time of being displayed on an indicating 
equipment 103 serves as the indicative data with which several lines were soiled at intervals of several lines, as 
shown in drawing 1 1 (b). 

[0144] The number of Rhine made into one unit is determined beforehand, and while the cipher-processing 
section 401 of a display control 303 enciphers alternatively for every number of determined Rhine, it is made for 
the decode processing section 402 of a display 103 to decode alternatively by this approach. The dirt to a part 
of indicative data is attained by this, and it becomes reducible [ the code / decode throughput in the cipher- 
processing section 401 of a display control 303, and the decode processing section 402 of a display 103 ]. 
[0145] Moreover, by making the number of Rhine made into one unit fluctuate, it is controllable in the dirt degree 
of an indicative data, and can change freely what indication is performed. 

[0146] (2) In case encryption by this approach is performed to the encryption approach (original plaintext 
indicative data), for example, the former image shown in drawing 1 1 (a), of performing cipher processing in the 
direction of a column, in the direction of a column, the indicative data for two or more columns (for example, 
number column extent) is made into one unit, and be made to perform cipher processing for some units of these 
units as a processing object of cipher processing. It is made to repeat the case where the case where cipher 
processing is performed, and cipher processing are not specifically performed by turns for every indicative data 
for a number column. 

[0147] If the indicative data enciphered by this approach performs decode processing which used the 
cryptographic key information 105, the image at the time of being displayed on an indicating equipment 103 will 
turn into the same image as the former image shown in drawing 1 1 (a), but if decode processing using the 
cryptographic key information 105 does not perform, the image at the time of being displayed on an indicating 
equipment 103 serves as the indicative data with which a part for a number column was soiled every number 
column, as shown in drawing 11 (c). 

[0148] The number of columns made into one unit is determined beforehand, and while the cipher-processing 
section 401 of a display control 303 enciphers alternatively for every number of the determined columns, it is 
made for the decode processing section 402 of a display 103 to decode alternatively by this approach. The dirt 
to a part of indicative data is attained by this, and it becomes reducible [ the code / decode throughput in the 
cipher-processing section 401 of a display control 303, and the decode processing section 402 of a display 
103 ]. 

[0149] Moreover, by making the number of columns made into one unit fluctuate, it is controllable in the dirt 
degree of an indicative data, and can change freely what indication is performed. 

[0150] Drawing 12 is the explanatory view showing an example of the encryption approach of the indicative data 
outputted from a display control 303, and shows the encryption approach of performing cipher processing to the 
part about the indicative data for 1 pixel in a former image (original plaintext indicative data), by drawing 12 . 
[0151] By this approach, it is made to perform cipher processing only to the high order bit in the indicative data 
in 1 pixel, or made to perform cipher processing only to the lower bit in the indicative data in 1 pixel. 
[0152] Only a high order bit is enciphered, and when a lower bit is considered as as [ plaintext ], the variation of 
an indicative data becomes large. Then, if it displays on an indicating equipment 103, without decoding an 
encryption indicative data, whenever [ dirt / of data ] will be large and observation of an indicative data will 
become difficult 

[0153] Moreover, when only a lower bit is enciphered and a high order bit considers as as [ plaintext ], there is 
little variation of an indicative data. Then, although whenever [ dirt / of data ] will be small and will be observed 
as a flicker on a screen if it displays on an indicating equipment 103, without decoding an encryption indicative 
data, rough observation of an indicative data is possible. 

[0154] By drawing 12 , the indicative data for 1 pixel consisted of 8 bits, and when a certain plaintext indicative 
data was "55h", the example from which only the high order bit was enciphered, "55h" turned into "e5h", only 
the lower bit was enciphered, and "55h" turned into "52h" was shown. Thus, since the variation from a plaintext 
indicative data becomes large, the direction which enciphers only a high order bit will be observed as a more 
different display. 



[01 55] By this approach, it becomes it can be possible to choose the dirt degree of an indicative data, and 
reducible [ the code / decode throughput in the cipher-processing section 401 of a display control 303, and the 
decode processing section 402 of a display 103 ] by choosing whether only a high order bit is enciphered or only 
a lower bit is enciphered. 

[0156] As mentioned above, although the encryption approach of performing cipher processing in the direction of 
Rhine / the direction of a column, and the encryption approach of performing cipher processing only to the high 
order bit/lower bit in the indicative data in 1 pixel were explained, you may make it combine these approaches 
with arbitration. 

[0157] According to the digital content distribution system concerning this operation gestalt, the protection of 
copyrights of the digital content in the output path to the indicating equipment 103 which is final output 
equipment which was not performed becomes possible conventionally by output path encryption actuation. 
[0158] And since a digital content (indicative data) is not enciphered simply, but the data made into the 
processing object of cipher processing are chosen in output path encryption actuation and he is trying to 
encipher only a part according to the digital content distribution system concerning this operation gestalt, when 
it does not have the just cryptographic key information 105, it will be in the condition that some former images 
were stained. Since it becomes possible since the value is spoiled to prevent the illegal copy of a digital content 
and a part of digital content is indicated, the digital content with which the part was soiled stimulates a viewing- 
and-listening demand of a user, and becomes possible [ urging perfect viewing and listening of a digital content ]. 

[0159] Furthermore, according to the digital content distribution system concerning this operation gestalt, in 
output path encryption actuation, mitigation of the throughput of cipher processing / decode processing is also 
possible by making a part of digital content into the processing object of cipher processing, and avoiding cipher 
processing to the whole digital content. In addition, whenever [ dirt ], and throughput have the relation of a 
trade-off, and modification of a priority is easily possible according to a demand. 

[0160] It becomes possible to stimulate viewing-and-listening desire of a user, protecting copyright on the 
output path of a digital content by output path encryption actuation according to the digital content distribution 
system concerning this operation gestalt, as explained above. 

[0161] In addition, the information processor 101 concerning this operation gestalt is made the configuration 
shown in drawing 13 instead of the configuration shown in drawing 4 , and software may be made to realize the 
cipher-processing section 401 shown in drawing 4 . 

[0162] Drawing 13 is other outline block diagrams of the information processor 101 concerning this operation 
gestalt 

[0163] Like [ drawing 13 ] drawing 4 , it is a part about a display among the information processors 101, such as 
PC, and only the part about output path encryption actuation is shown. 

[0164] The same sign is given among drawing to the same component as drawing 4 . 701 is a nonvolatile storage. 

[0165] In the information processor 101 of a configuration of being shown in drawing 13 , CPU301 realizes 
actuation of the cipher-processing section 401 shown in drawing 4 by loading a program and performing on a 
system memory 302. That is, he is trying, as for the information processor 101 of a configuration of being shown 
in drawing 13 , for not the display control 303 but CPU301 to encipher an indicative data. 
[0166] Drawing 14 is the explanatory view showing outline actuation of the information processor 101 of a 
configuration of being shown in drawing 13 . 

[0167] As shown in drawing 14 , the plaintext indicative data 808 accumulated in display memory 304 is inputted 
into a system memory 302 through a display control 303 and a bus 307 according to directions of CPU301. 
[0168] CPU301 performs cipher processing 109 to the inputted plaintext indicative data 808 using the 
cryptographic key information 105. the encryption indicative data 902 enciphered by CPU301 is boiled and 
inputted into display memory 304 through a bus 307 and a display control 303. The encryption indicative data 
902 accumulated in display memory 304 is read by the display control 303, and is outputted to a display 103. 
[0169] That is, in the information processor 101 of a configuration of being shown in drawing 13 , CPU301 
generates the plaintext indicative data 808 on display memory 304, and generates the encryption indicative data 
902 on display memory 304 from the plaintext indicative data 808 further. A display control 303 performs read- 
out actuation of the encryption indicative data 902, and performs a display action. 

[0170] Here, although the cryptographic key information 105 shall be held inside a display control 303 by the 
explanation which used drawing 4 , in the information processor 101 of a configuration of being shown in drawing 
13 , the cryptographic key information 105 shall be held at the nonvolatile storage 701. 



[0171] Moreover, in any of drawing 4 and drawing 13 , although the information processor 101 concerning this 
operation gestalt is considered as the configuration equipped with information-processor 102 body and the 
display 103, as distribution path encryption actuation explained, it may be the configuration which the body 102 
of an information processor and the display 103 unified. That is, it is good also as a Personal Digital Assistant 
called the so-called PDA etc. in the information processor 101 concerning this operation gestalt 
[0172] Since a Personal Digital Assistant is generally constituted using CPU with the comparatively low engine 
performance, the memory of small capacity, etc. in many cases as mentioned above, cipher processing which is 
comparatively heavy processing has the problem of becoming a big burden for a Personal Digital Assistant. 
[0173] Then, if a Personal Digital Assistant with such a problem is used by the digital content distribution 
system concerning this operation gestalt, when coexistence of the audiovisual desire stimulus of protection of 
copyrights and a user which this invention makes the purpose by treating the digital content as which not the 
whole but the part was enciphered is realizable, the load fall effectiveness by reduction of code throughput can 
be acquired. When a Personal Digital Assistant realizes cipher processing by software especially, it becomes 
unnecessary to carry highly efficient CPU and a highly efficient bulk memory in cipher processing, and 
effectiveness, such as low-cost-izing and low-power-izing, is acquired. Moreover, since processing speed 
required for the hardware only for cipher processing falls when a Personal Digital Assistant is equipped with the 
hardware only for cipher processing, effectiveness, such as low-power-izing by the low working speed and low- 
cost-izing by small-scale-izing of hardware logic, is acquired. 

[0174] By the way, in above-mentioned explanation, although the output to a digital display unit was made into 
the example, it is not necessarily aimed only at the display. 

[0175] For example, also in an audio output device with a digital input, it is possible to realize output unit path 
encryption actuation by enciphering every number sample similarly to the voice data by which PCM (Pulse 
CodeModulation) coding was carried out 

[0176] When it does not have just cryptographic key information because it is made to perform cipher 
processing in the form depending on a format of a digital content to a part of digital content, he is trying for the 
digital content distribution system concerning this operation gestalt to serve as a digital content with which the 
part was soiled, as explained above. Then, it becomes possible to stimulate audiovisual desire of a user, 
protecting the copyright of a digital content 

[0177] Therefore, according to the digital content distribution system concerning this operation gestalt, it 
becomes possible to circulate the high digital content of added value on a semi-conductor storage or a digital 
network safely, and becomes applicable to digital content distribution service etc. 

[0178] In addition, in protection of a digital content, it is good also as a system using either distribution path 
encryption actuation or the output path encryption actuation, and good also as a system which combines both 
and protects a digital content with two independent cipher systems. 
[0179] 

[Effect of the Invention] The final output of a digital content which can stimulate audiovisual desire of a user 
becomes possible, protecting the copyright of a digital content according to this invention, as explained above. 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 11 The outline block diagram of the digital content distribution system concerning this operation gestalt 



[Drawing 2] The outline operation flow chart of the digital content distribution system concerning this operation 
ge stall 

[Drawing 3] The outline block diagram of the information processor concerning this operation gestalt. 
[Drawing 4] The outline block diagram of the information processor concerning this operation gestalt. 
[Drawing 5] The explanatory view showing an example of the encryption approach of the digital content 
distributed from digital content distribution equipment. 

[Drawing 6] The explanatory view showing the display image at the time of displaying the digital content 

enciphered by the encryption approach shown in drawing 5 with an indicating equipment 

[Drawing 7] The outline block diagram of the information processor concerning this operation gestalt. 

[Drawing 8] The outline block diagram of the display control concerning this operation gestalt. 

[Drawing 9] The outline block diagram of the display concerning this operation gestalt. 

[Drawing 10] The outline block diagram of the display concerning this operation gestalt. 

[Drawing 11] The explanatory view showing an example of the encryption approach of the indicative data 

outputted from a display control. 

[Drawing 12] The explanatory view showing an example of the encryption approach of the indicative data 
outputted from a display control. 

[Drawing 13] The outline block diagram of the information processor concerning this operation gestalt. 

[Drawing 14] The explanatory view showing outline actuation of the information processor shown in drawing 13 . 

[Description of Notations] 

100: Digital content distribution equipment 

101: Information processor 

102: The body of an information processor 

103: Display 

104: Cryptographic key information 
105: Cryptographic key information 
106: Decode processing 
107: Contents expansion processing 
108: Display-control processing 
109: Cipher processing 
110: Decode processing 
111: Display processing 

301: Central processing unit (CPU:CentraI Processing Unit) 

302: System memory 

303: Display control 

304: Display memory 

305: Input control unit 

306: Communication controller 

307: Bus 

308: Decode processing section 

309: Contents expansion processing section 

401: Cipher-processing section 

402: Decode processing section 

403: Data driver 

701: Nonvolatile storage 

801: Memory control section 

802: Timing generation section 

803: Timing signal 

804: Memory control signal 

805: Memory address signal 

806: LCD (Liquid Crystal Display) control section 
807: LCD control signal 
808: Plaintext indicative data 
809: Timing control section 
810: LCD indicative data 

811: Serial/parallel-conversion circuit (S/P circuit) 



812: S/P finishing LCD indicative data 

813: Encryption S/P finishing LCD indicative data 

814: Paraliel/serial-conversion circuit (P/S circuit) 

815: Encryption LCD indicative data 

816: Delay circuit 

817: Delayed LCD control signal 

901: CL2 signal 

902: Encryption indicative data 
903: CL1 signal 

904: The power source for a LCD drive 

905: Liquid crystal drive output signal 

906: Latch address selector 

907: Latch circuit -1 

908: Latch circuit -2 

909: Level shifter 

910: Liquid crystal drive circuit 

911: Latch circuit -3 

912: Plaintext indicative data 

1001: S/P circuit 

1002: P/S circuit 

1003: S/P finishing indicative data 

1004: Plaintext indicative data 
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hfttdfe^mmm i o 4 ttfs^s^g*^ i o 

2<7>l¥i§B$C<:, fllffitta&Btt* 1 0 2©rt«cMFJ«6 

[0 0 2 6 ] mate. H l Cc^Tcfc 9 fc:* *HifiJKJB{c 
^4f r ^^;l'33>-r>^E^^x-rAtc*ji^r^, t»*R 
Magg^te 1 0 2 to cfctf^SK 1 0 3 <5J6rf»<D 
^sector, f^^^n>f>^ (S^t*-*) £Bf 
#fb/a-»YW4fc"ft©W»««« 1 0 5 *#*tT4« 
te*?rori>4. 

[0 0 2 7 ] Q-9flim« 1 0 5 **W-T4*ifeCcoc^r 

rfeit,*. 

[0028] tmtimmm&ft i o 

1 0 3&tftiR&a&a*tt 1 0 2^eAfi-^» t 

C>5#i£#«Stf6*i4. C(Di^, tf $R^ffli£g;«* 1 

02^ 1 0 3(D&m«t>tt««ir»Tiii-9iii* 
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ti5«rffi-5fT4J;5CCir4 0 

[0 02 9 ] WAtf. B#«lf«l 0 5*. W« 

ftQBKBtt* 1 0 2 to J:tf*R*M 1 0 3 ©RftBSK, 

S^ortaj<D^»«ttiatt*stcfB»Lr*s< 

ffi#*tf6*i4. 

[0 03 0 ] hi cc^-r<fc 55c. *SUfiJBJB«:« 
4f r ^*-»U3>f->^|Effi^f'Atc*5L>rB % fS$B££ 

asa**i 0 2(t ( i ) ^4fji/=j>f->^iffiftjS 

gl 0 0^>6B2 : ffi5n47 :: ^ ; ^;l/ri>f : ->^cti<DHg-^fb 

io a^^Mbr, emmw i o Azm^m^mmi o 

JU=t>^>^©SBB«Hll 0 7*fr5JHHi«& (3) 

■T4tf^ h u- hrW^T4/c^©^r r -^iC^-r 
43l*tMM&a 1 0 8 *fr 5 «*IMI»ttfc < 4 ) 
f-^©-^t^it 4 Bg#MfMR l o 5 £ffli>ru§ 

o 9*M?*mmm, *wun»4. 

[0 03 1 ] $t il tciST <fc 5*c. *HJBKflSCc« 
4f r ^^JUri>^>^ie?tr->^'rACctourfi, B^g* 
20 ■ 1 0 3 ( 1 ) ft $R^S^g*i* 1 0 2 ©0f#«MB 

x. vmrntmi o 5*«i»rfB#«ai 1 o^jtrffl 
( 2 > Kg ^kss^ia-^a©*^?* - * 

[0 03 2] ^CCC, ^HJSJgfflCc^^^JUn^f-^ 
^BB^X^A<D«B8ttf^fCOtir, B2*fl|l,>rSi?l§ 
•T4 0 

[0 03 3]H2te, ^mmZB^cifc&r^Ztl^yT- 
> y Effi^ X r ci - * + - r r ft 4 . 

30 [0 0 3 4 ] 02ttW, ^T. f^fi^>f>7 
B?*Sg 1 0 0toJ:tft9««Hl«B*<*l 0 2B\ N6 

*Bf^fc/a#ftT4fc2e>©Bf#«tlHlll 0 

4 (Xir^-^2 0 1). ±S$L/cJ;^c, Bf^SIf^ 1 
0 4*ft*-r4*ffiOc:oc^rtt, a^3&*ffi*S4»0RJIS 
<t&oTtoD. i*©J:5ft^ffi4Sffll/rtJ:ti(D-C, 

[0 03 5] ttl^r. f^^3>f>«ggl0 

o «$R®a^g*ft 102^ nr^tttim 1 o 4 * 

40 ffli^r— ^^Bf^fbsn/c7 r ^^;V3i>f->^4E^ 
T4 (^f 77'20 2) . ±a$Lrt:J:5$c, ^^^n 
>r->^B2^gl 0 0CcJ:^rSB^^*i47 ;: ^^;un 

*s*L4B$^rBf^bs*ir^*i«i:<, Bf#«iffi*tt 

-TcD^r : ^a?JUn>r>^gB : ftJ^gl 00t^<tfcJ: 

[0036] ift^r. mnmmmm##i 0 2«, ^ 

n>^>->*©»i#{fc«B»R:»Lr, Bf^^tS$a 1 0 4 

50 ^fflC^a^H 0 6 4*iT (A7-y?2 0 3 ) . X 
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"r *j 7*2 0 3<DSaiiCC iot, ft$B^H^g*i* 1 0 2 

£ft£ 0 

[0 0 3 7 ] m>X* 0 2tt, Xf 

MSI 0 7*ff5 (*T";>7"2 04) a Pflitf, 

:/2 0 3©JBfflrf#6n/c7 f ^*^3>7 u >^**MPE 

ffiSKa*ftl 0 2B V -tOrtSBK:, ff»3 07U-A 10 
[0 0 3 8 ]^t, ^-^2 0 4(D)fiir»e>hfc 

mi 0 8«t5 Uf^2os) . m«, 

1 0 3**TFT (Thin FilmTransistor) fSHftTF^B 
^^5r^2 0 5G>te«rtt. miE^s^* 

1- ;u ft ^ 7 s - * *^JSE-r & o 

[0 0 3 9 ] *H,>T. fifR^IMSEB^f* 1 0 2fc J=Cf« 20 

[0 04 0] fftWeaSB*tt 102tt. 

LT, B^filtffRl 0 5*»lvr»*t«HSl 0 9£STf 
Uf9^20 7). ^9^2 07©JBI8Ci-o , C, 30 
tMIgg$f*l 0 2B, *©r*J«K:* — »#3Mli# 
ft S nte*^7=- * *»* C i i ft 

[0041] «t»r , mueama»» 1021*; as* 

"T4 (*t^7'2 0 8) o 

[0 04 2] , a^^S 10311 Wfg^S^g 

wlx, ^^mmm 1 0 5 im^xmm&m not* 

ir (^f ?^2 09) o Xf -^'2 0 9©JfflffiK<fco 

SmSBl 0 3B, *©rtfiMc, Tlfc©^?*-- # 40 

[0 04 3] B^X. i^ggl 0 3d 0 

*tr5 (X^^^2 10)o 77*2 1 0©tefflCCj; 
ot, Xf^'2 0 4cD^atcJ:^rf^6n/cEliiii^7 :: 

[0 04 4] JW±, Xf7^201-Xf^^210© 

Tn^n^ciift^. 50 
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[0 04 5] ft*. JSTFCtt. ^HWgJBCcaSf*^* 

i^t-77'204 tD«a fcj:^ r S$B $ ft £afjflE£ % 
^ 7*2 i ocD^accj:ori|JS$n>5a&^ ; &, ra^g 

[0 04 6] Sfc. 7f7 7'2 0 6(Dj!!ll^ BBffi&lft 

7707 mmmmm 1 o 1 <ommc <t~>x 
mmmmfchx 

[0 04 7] tttttm^imftoumic^x 
[0 048] a-s\ ^itk^nccffi&fimffysea i o 

[ 0 0 4 9 ] M 3 tt, 4^|^ttCCffi&t»«UQdmi 1 
0 l©«m«J«HT*S. 

[0 05 0] H3-Ctt, y>--V^Jl/=i>tr^-5r (p 

0 ttfottwrasii oi©^, «^Kia-r«a 

[0 05 1 ] 0*. 1 0 2 \tm9fm&s&to* 1 0 3 

B^^S, 1 0 4 ttB»tttft«L 3 0 1 

1 (CPU : Central Processing Unit) , 3 0 2 JiV 
XfA^^y, 303 «*53Mf»SSB. 3 0 4 umnkJ 
* «; , 3 0 5 te: A#3«£?B, 3 0 6 C£ii{IftiJf9J£gB* 
3 0 7B^, 3 0 8 «a-^*aa«B, 3 0 9^>f> 

[0 05 2] 03tC:fct,>T, r r ^^^^>T->7S5?iJK 

88B3 0 6 3&*. CPU 3 0 KJDjg^cteSEoT, f^Sub 

SSI 0 0**E««ft"C**tl^CCtt. A^$IJSP§£B3 

0 5^ CPU3 0 1(D}§/«^t, 
>'>*A*r*. aHfW0ttB3 0 6 *fc»A**WBr» 
■ 3 0 5 3&iA*Wcf^^>f>7tt, CPU30 

1 ©Jg^tcSe^T, 3 0 7 ^/Mti^lM^3 

0 3tcA^?n^ 9 

[0 05 3] ^$fjffll^g3 0 3 CC*st>TGi, 

&Wi/t, s^wgg3 o 3ortSptcfigj*sn"Ci» 

7nS0!BaSB3 0 3©W?ptc, 5px®7 s i ? ^^=i>^>^ 
^rff^o ifelC^r, n>f->^SlHWHl*3 0 9*5, «^ 
^Sg|53 0 8 m l/cf >f > 

1 0 7*fft^ «7RWJI»»iK3 0 3<D|^gPCC v JRHStl 

[0 05 4] CCS r <Dlb^B*aBWf*fUftft5Cffl 
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[0 0 5 5 3 &*5, ffl-^teffiaS3 0 8*JctC5=i>^>^ 
JHBHAUaS|S3 0 9tt a^$iJfflSSS3 0 3rtfc^- 

$jjtap^s 3 o arttcaecDCPUfccfc^^&'jiiaw, 

[005 6] WWHPf^fkttfFT* fVZfrxi 

>tV<DH&^b&ffi<0— «(coi>t, 05*5cfctf06£/B 
[0 0 5 7 3 H5tt, ^^Jl/^^V^iBflJKai 0 

[0 0 5 8 ] 05*5,1:018 ^£jb=Ox>y 
[005 9] MPEG*StCj:^EiT1i 4 1 

* * + 3 ocd05$$C#£I3 n€>. 
[0 06 0] (1) I 

f^^-^rB, tc7 Art©?*— 

[0 06 1] (2) Pfi'^tf^ 

ptf^^+^srw, imftfaoy v-^m^mzn^tc 

7 ! -*£E18*stffo*i&. P^^tf-^m It*? 
^^£©!6iMim*flac»fc«F^fc3>«tt3hr*5D, te? 
U-AOffiTcKtt. Pt'^ft^^, TciHttc* I tf 
+ 7*- -fft*>£ fc Pt'^f tf- 

[0 06 2] (3) Bf^tfS 

^-£EE*B#frfc>ti*. B fcT£*+7 s -£'CW\ It^ 

[006 3] iSfc 1 f^^^^-^CDW-^fJO^TS 
tt. 05tc^rTJ:5$t, Ib'i'^t, Pb^ft, Bb 

iCC. IBB, PBB, PBB. IBB, PB 

B. PBBtt£©«#<C#^k3*i*o 
[0 064] CCDi^ttttK*^ -o/cMPEGf-^ 
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[0 06 5 ] ( 1 > * 1 OIB#{t*a 

^ft-rsit^*ffi*i*a. si ©DS-^b*ffi«, 36 
- * tr <t Bg#f b£ s sa > <t i » 5 ^ri cc^j w h 

10 [0 06 6]|f 4 <ffiB#ttittS^a * 

^ericciit^ba&tt'r/JtSttL^i^^i*) scour 

SMBTii, «AB. B6 (a) Cc^TtcM&CC^L 
[0 06 7 ] ^iStCi^Bg^b^n/tMPEGr 1 -"^ 

b, ie#fliMm i o 4 *fflL*fc«#«ia*jii3aw#i 
(h) K5*TJ:5K:tts. e#ffcft«-r^ 

[0 06 8] ^K. (WHttlHW^-f/ifi 
jaS««^- # <T <*: OCHf-^fkfcft-r/flSS &t» <!: ft 
ffi) {Co^rttia-T4i. 09*. 06 (a) tofrTTC 

30 ^ffiCCiOBS-^ffcSti/cMPEG^-^B, ff8-^«« 
«1 0 4«:fflC»fca-^teffl*»3!tcWti«, a^ll 
0 3«C^Sti4ISO-f^-^«. 06 (c) CC^-TJ: 

[0 06 9] (SH»tt««f s -**BS#fk-r*i, 06 
(c) tt^TJrMt, 7ciB««^#<i^assn, toSS* 

[0070] *jEFffirtt. «#{k&tt?n»ft«*A&ai 
©gff ©hi jj** ff 5 * a * cc^jg-r sct*st*5 Q 

[0071] mi<Dtt%mtfimc£^x i ^v**?- 

acTikS-J:^^ I fc'^^^^-^oHiJWft-cASPfc" 

50 CtiftSrilHTSCife^nlfiliaS. « 
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IBB, PBB, PBB, IBB, PBB, PB 

0 4#&l>fc§ j £CCB, xxx, xxx, xxx, xx 
x, xxx, xxx <xttjE»tt«^- «BB<o*lk** 

[007 2] (2) »2©BWI;ja 
#fbT4£l>5*ffi#*4. »2CMS#{toSrt**K 91 

*<D**QHHbL;fc»^ Bf^glttf R 1 0 4rt*fcl»iP 

^twrc**Btr Wf*Hb3ftTBi» 

Cft*IWT*C£fc;*nJte<htt5. W*.B. 20 
IBB, PBB, PBB, IBB, PBB, PBBOOH 
StcW^fbSftfcttH^-Srtt, BS-SHMHB10 4# 
?d*iBca$ctt* ixx, xxx, xxx, ixx, xx 
x, xxx <xjjjEStt«#-JRH©*»S:«i*T 

[0 0 7 4] <3) »3©Ht#fb#ffi 
»3<DBt#ffc£iS<tLT«, B fcT^^^^-^CD^^DS 
#fb"J"Sil^*ffi3W*4. S3<Z)Bf#fb^ffi4>, 91 
©Wf#{b*ffi<fcB«{c, S6ic, E»#fifc£&&:/n? 30 

^criccni-^fb*j6r/jfisai»ii»5^ffi, *><fct>\ 
«e««^— f/fiWiRaw^- KBS^bftJtr / 

[0 07 5] W3<DV§mt%&1 l Cj:r>XB\Z9* + 7 l£ - 
*©**Bf-SHbLfc»^ H5«c5*Tcfc5K:. Bf^SltS 

Witf, IBB, PBB, PBB, IBB, P 
BB, PBBCDJlB^iC^^b^n/cKllli^^-^^, m 
-^«t»*l 0 4*sttl>i»^(CW, ixx, pxx, px 40 
x, ixx, pxx, pxx (XttlES&tt-sf • JRRCD 

) ±*or. »6*i4iE«aa«^u 

[0 0 7 6 3 H1, MPEG^-^OBg^b^ffiibT 

[0 07 7] *^^filiC^7 r ^^;l/r:>r'>^BB^ 
^Xr-AtcJctitf. EffiMKBi#fbttffi(c*5i^r, 5 s 
4r;V3>7 : ->^*#««:Bi#fb-r4©Ttt&<, WH^ 
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ftrsjisocoTc^OT, jes&bs#mii*i 04* 

[0 07 8] Wtc, ^SIJS?f^c^Sf :r ^^;Uri>'r> 

hmtLxm^mE&mmztMiL totems, 
rixu&iK y s ss£)tezs?'>ytbxmmirz>ct& 

[0 07 9 ] Sfc, #HS6ff2£g cc^^f r ^^;bn>^> 
^E*5/^^A«:j:n«, WtfiiMf#{b«rf¥«c*yc^ 
t\ ^-^rewc, ng-^fttttRi 0 4*jbi>m**mot 

[0 08 0 ] *^Sfi»»tC«-&7 s ^^Jl'3>^ 
>^E^>*^ACCcfc;ftB, E*Sffl8Bf^ib«M^Cc*5i» 

[0 08 1 ] £tJ*WLfcJ:5fc. ^BWJBMficaSf 5 
^£jUj>^>^E*S'*^<MCj:titf % E^SSgBa^T 

[0 08 2 ] 4m^S(cffi2fN««SSa 1 0 

IB, 0 3 ccinT^r-B^c < , H 7 cc^-rflWicc U 
H3(C7SLfcft#jfflffla3 0 8 4c5J;y ? n>^>^M^M 

[ 0 0 s 3 1 h 7 *mffiBMici&&mmmm%im 1 

[0 084] miXi>. H3iig«tc, PC ft 
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[008 5] H3iRly»flffl**cttRIi;«W* 

##ur*s e 70 itt^a»eEtta6«"c** 0 
[oo86ii7 ^-rm&^m^mmms ioik* 

C>Ttt. H3fc^l,;fc8W#!S«3 0 8fcJ:C> f :3>7'> 
^HHW&a3P3 0 9O»fp*, CPU3 0 1^fA 
3 0 2_hCC:/P^A£:P- KLTSItf-r^Ci 

[0 0 8 7 ] B7*C;tel>T, ^S/^Ua^^EfiSS 
■ 1 0 0*s** H7-f8lr*4*6(Ctt, ffififrJSU 
Jffi3 0 6*s, CPU 3 0 KOjg^tCfie-oT, f^^Jl/ 

£81 0 OtfK^ttr A:*7fHffllSa3 

0 5^ C P U 3 0 1 C0}qtt^{CS£ X . f^^>f 

>y *A*-rs. amM0i6K3 o 6 ^tc^x^mmm 

0 5#A#Lfc^*JUa>^>?tt. CPU3 0 

3 0 2CCA^^n€>o 20 
CO 0 8 8 ] CPU301B. A*L/cf^£Jl/n>?- 

ra^«sii0 6*tto, ^x^A^^ey 3 o 2±jc\ 

¥£©^*;l>:a>?"> % ;>*S£. tt^T, CPU3 0 

7 ; ^^;l,zi>T*>^^^$ljaJ^3 0 3tcA*?ti 

[008 9] CCt, VffHttMKl 0 4i£» S3^ffl^ 
fcttWrtt* a^JUSg3 0 3©rt»*C«J$3*iTl> 30 
StOilW H 7 «c^-r«JSSOf»«teSI«S 1 0 1 
{Cb^-CW. 0 4<Z)Mfe, CPU30 1 

tf r s c i rjggt-r & t <o t -r & B 

[009 0] *3llfiJKJS(c«4«||l«iffl»S 1 0 

ltt* H3:toJ:0Ta7C0l>rftfc*jl>Tfc k tt$R©a^ 
SI 0 2#*igS«ai 0 3i«i/cMiU^ 
f»WBffl*aB*# 1 0 2 1 0 3 #M* 

^ttMSll 0 1%, 0*«»5PDA (PersonalDi 40 
gital Assistant) ft £<b S«W1ft«Sfi* £ It 

[0 0 9 1 ] 8RfftfiW83ftS> tb^Wttfi£<D<E 

*B5R«c iotw ft ©ficc ft & i i ^ ma^ & & o 

[009 2] ^Ct, C(DJ:9ftmjH^«&«t91imn 

Ar»^i ^cc-r*i«, ^<*-c«ft < — as##Bfr^ffc 
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ft<ft9, ffi^xMb. ffi8M«#{b£i^fc»*#» 

KJ;&<£n.x Mb£l>ofc$»*JW#6ft4. 
[0 0 9 3 ] tCZX. ±&<D$tm-ClZ* MPEGf- 

[ 0 0 9 4 ] fi/W3>r>^^JPEGf 

[0 09 5 ] £/c, ^itf, f^^l/n>r>7^MP 

fi:C//cW#fb*tf^ri^SCi3!P6, fiJS5RjGK^O^Cc 
^&BW*b^JHtt^©*fcS*T*lB#{b*tf 5 J: 
SfcLfcO. »^>^Jl/*j*tCBg-^fb«rt79J:9L/ft:^ 

So 

[0 09 6 ]3t, ^ U*«J8W^b»f^fi»B«: 
[0 0 9 7 ] ST» 4^ltl^tt(cffiStR««B3raSSl 0 
[ 0 0 9 8 ] 04 te, 4m»ttCCffi«tll««(aigK 1 

o i<Dwmmf&mx&z> 0 

[0 09 9]H4m PCft<t*©tt#KffifflSaBl 0 1 

^biW^cciii[T4»»o**^U"ct^. 
[oioo]^ H3iHi;«^»*K:ttBii;«w* 
ff#br*a. 4 o i ttng-sttefflsu, 402 t«s#^a 

35, 4 0 3»f-^K7>f^^ 
[0101] CCTO, ^11 0 3«, Wt«, « 

(LCD : Liquid Crystal Display) 
y5r^/T^a^»a»3fc*«L/fcCRT (Cathode- 
RayTube) «a©J;5ft. 7 s ^^©^^ti "T 

-So 

[0102] H4tc*s^r, ±2L/fcEKKjSBS#fb«l 
f^CCj:^ra^*lJfflI^g3 0 SOrtatcjRBBSn/c^ 

tt, CPU 3 0 lCDjgirHtfifoT, ^« : f:'J3 0 4{C 

[0103] *^$ijsj^g3 o 3 cc45i>rtt, vsmem 
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SP4 0 1 f)K WHS * y 3 0 4 (cSSShfc^aKftf* 

W«l 0 5*ffll^TBS^«ll 0 9**fcU St^frjffl)^ 
g3 0 3(D^SPCC t BS^ftShfcSTS^- ffl 

C0104] £H>t\ sk&b 1 0 3 cc*?(,»r» % ia# 

4Bffl3B4 0 2#. A^C/fcB&^fb^f 5 -* tpCDIS^fc 

Hg^tfffB 1 0 5 4«i»ra§jiai 1 1 0 
C0105] &±<Dnft&mt}Mmm^immmmL 

[0106] ttfc, Hf 4f#iffl3B4 0 2 B, ^ffllfglgB 

3 0 3rttc^- F^^7iirmsn6J:^cirfe 

<U>U ^Mfgg3 0 3rttCftg(DC PU*3 20 

[0107] ^cc 4^ett»«ecffie«7nMfl»a3 0 

[0 1 0 8 3 H8B. *mMffi»tete&»mVffl&m3 
[0109] H8t«, a7SMtBlSlB3 0 3<D5%. tti 

[01 io]g|^ 8 0 lB-rf^eyfMfflias* 8 0 2«5? 
-r^>^^saj. 8 0 sum $>>fm^. 8 0 4«y 30 

i^^V, 8 0 6«LCDBW 8 0 7BLCDM 
WM^. 8 0 SB^f^f 5 -*, 8 09«^-/5>^ 
©JfflJSP. 8 10«LCD^f-^, 8 1 uj^yr^ 
/^5U;b9E»iaB (S/PHtt) . 8 12«S/PSf 

7 s - 8 1 4«^-7u;i//^>;r^gsiaK (P/s 

[HISS) , 8 1 StJBS-^ffcLCD^'?-*, 8 16tiii 
8 1 7tt«S»LCDMWt-src*S. 

[o 1 1 1 3 usscfc^r, >*y*ij(sp«8 0 is. # 40 
Y5>^flE»8 0 2^^nt< %>%4^#m^ 
8 0 3*fflot, -rf-=ey*8fflifi#8 0 4te<fccM-=eyr 
FU*fi-S|8 0 5*£j£U a^^»;3 0 4^^ 

[0 1123—*. LCD$I^S|58 0 6 (J, 5*-f5>^ 
&J&SI58 0 2*P636*iT< 4*^ 3 >^fl^8 03^ 

ft#8 0 7*4*T*. 

[0 113] *^5>4rtMfflBB8 0 9B> S^y-ty 3 

0 4^6Sl^tH5n/c^«7^f ? -^8 0 9* % LCD 50 
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S«BHs-s|8 0 l^hmrr^^ 5 >5/Cc^to-a-r, LC 

d*^- * 8 i o i utio m-r. 

[0114] ?Qit>% % «5W*y 3 0 4*>6R*ttl3 
ftfcspS:*^-- * 8 0 8 B* > ^fflfflfiBS 0 9 

tc^oT, LCDiWPfI#8 0 7lC|g8ILfcLCDil^ 
X-£8 1 0<hfc£ o 

[0 1153W*tf. LCDfrJMI-St8 0 1DK 1 "f- 
lEBSRflSl 6 try KD^-^^eWfiRSn-Cl** 

trsi, LCD^f-^sio^ leesrhf- 

^UiftS, CCt, Bg-^StC, 09*«. DES<D 

b, ««««« i o 5 *m^r, 64t^ bmnKD^u 

[01163 H*0*ftffl*ffl:(3Dai»*»iR-raft:«t>Cc. 
*HteK!B6C«S«?S«|ffllS6a3 0 3 iCfaHTtt, s/ 
PES88 1 2*5<fcU E P/SI§I{i88 1 4£JBl>Tt>£„ S 
/P0J88 11B, 1 OcO^-^ifg 

(cent l 6tr> MUfii) Bf-9«S4Mft (cc 

~CB, 6 4tr* h#{£) WcXSkU S/Pi$LCDil 
^-£8 1 2 ibTHf-^SSlUO 1 tC«|&-rSfe(i[> 
t?*0, P/S0K8 1 4B, Bg^SSB40 1 

«c j: ~> x mmmwn s titc&<om m t s/p»lcd 

OCDr^^rflCC^&U W^tLCD*!^-^ 1 5 
[0 1 17] 1 0(Dy"-^^t^n 

^ssp4 o \<D^mmm\ivmticmcx, s/p@sg 

8 1 lfcct^P/S[plgS8 1 4©*fteSBS3Q:4. 
[01183 H8*c5V3\fc5K:, *gusjBSR«:«4^ 
W»»I3O3 0CM^tt, S/P0SS8 11, Bf^jffl 
IS540 1. P/S0S88 1 4 5CJ:SMa^^6n'C 

gE@SS8 1 6CCcfco~C, LCDKffllSl58 0 6**£J5RLfc. 
LCD«»i#8 0 7«clD*, iBH»LCDW»«#8 

ntuTBAfSi^Ki-sci'c, p/siHisss i 

4^6W^^tl^Bt-^ftLCD^T : -^8 16^ g 
®SLCD$IJ®im^-8 1 7«Ltf-^ K^^v^4 
0 3CC«*&?n^ct^fCLn^ 0 
[0119] CtitciO, m.mmfflmW.3 0 3tcj:^^ 

^?8 1 OCOUT^^-f ABg^HCCi^Pf^bLCD^ 
[0120] ^K, #90K^ttCcft2S^Ka 1 0 3 O 
[ 0 1 2 1 3 H 9 B. ^OBgJIBCCff S«^SB 1 0 3 
[0 1 2 2 3 09 -CB, 1 0 3 #«B^7Si6B 
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Mm^mtmmcmt^m^ **-*f^ 

[0 12 31H*. 9 0 l«Bt#<bft^f ff -*©KDia ! 
*M(CL2«#), 9 0 2ttlWl»Sf-> l 9 
03tlLC DBMWEEiffi** * *^5> ^flHt ( C L 
lfl-^) , 9 0 4«LCDffi«trfflWBL 9 0 5 tt«BIB 
tttH^fi#, 9 06tt^y?r KUX-felx^^, 907 
W-7 3rf-|5||8- 1. 9 0 8ti^^^@SS- 2, 9 0 9« 
lsIB!8»«J!Efc 6iKfiIE«rWI^»Er 51/^1/^7 10 

9 1 Ott*«Bttffl©«EU^U*«^T4«*W 
SbHIS£> 9 11IJ7 v ^HISS- 3,912 ti^XSi^T* 

[0 1 2 4 ] 09&C:tel>T, 7^7FU^i2l/^9 

0 6^ ie^rba^f !r -*9 0 2(DA*4rajHLr«^ 
$«jai^a3 o 3^e>A^u/cCL 2^9 0 1 (sssc 

^L/c«g»LCD*JWa#8 1 7frCffl^LTl>&„ ) 
<D£T9£*^>F^£C£r, ^**-@ffi-l (9 0 

7) itttrz^ ^m^z£j&-t& 0 

[o 1 25] mmimmm:3 0 3&iE>AJ]Ltcv§^tm 20 

^f-^9 0 2» t 7^rFl/^^U^^90 6^4 
J5tr4^**fi-S|*Cj;oT. ^*^@B§-1 (9 0 7) 

[0 12 6] CL lfa-519 0 3lt ^-f>CT<h{C 

Aa«*™*Ht #r* *y . c l i m# 9 o 3 <oxt> 

CCjCoT, "yv^mm-l (9 0 7) ±tC^y*3titc 

^WraCTifC, l7>f>»fO, ^^^[lSS-2 (9 
0 8) ±{t<5 

[0 12 7] 7^088-2 (9 0 8) ite^^Sft 30 
ft: 1 ^ ^^CDBg^fta^^- 5? 9 0 2 a-^JffifflBP 
4 0 2 CC J: ot, QHffttStt 1 0 5 1 

o o*s«SJhr?ji:^Sf-*9 1 2 ift 5 , CLii 
^903^^-5^ 1 ^-r>s^jBHc:ifrc, i^-r> 

^*#@»-3 (9 1 1 ) ±*c^*?-3*i4 0 
[0128]7 »^@K-3 (911) ±{C7-^3h 
/cl ^^>^^^^f :r -^9 1 2Ci, U^Jt^>:7£ 
9 0 9teJ:ffWARtt@K9 1 0*^L/-C««HWEE 

[0 1 2 9 ] ^(ommtcj:*!. 1 ^-r>crifrc«fi^ 4 o 

[0 1 3 0 ] CCt, a##B!K\ ffil^tt, DES<D<fc 

*>tz7u v ^m^m^tcm^. a-^jaaaM 02^ 

^^^@SS-2 (9 0 8)^ffi*3n*t9h«* H 

S/c^ 1 0 2 4DBR«J*t?lBERa«:0 1 8^7 hHttf 
T*£<L*f£<!:. l7>f>^c*3 1 8 43 2b^;hi^ 
£<£>T\ 6 4hf* Fijift (DEStCj:S«iffl*<4) 
0^*2 88^81*4. tit. «#«H*4 0 50 
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2B, BS#«t9*l 0 5*fljt,>r, 6 4tT* HM&CD:/ 

[0131] c«c j: o fc 1 0 3 <Dm.^mm f 

9 1 2<Df&SS • *5WnIt6itt*. 
[0132] ft**, *H»JBJBtc«Sa**a 1 0 3 
«\ 09 *C^T»(ST«ft < , m 1 0 KS-rfltfiRKL-C 

[ 0 1 3 3 ] 0 1 0 tt, *ISSS?i5J»{c«i*7j^a 1 0 

[0134101 0~C4k H9£|*I«6C, SS^Hl 0 

3 3W*»«S««T**J»^*«CClyr*SO. 

1030^, U*ia«BS#ft«f¥CcBBT*»» (Tft 
t>%. f s -*F7-{^4 0 3K:ffiS-r&*JIIB»Fu^ 
>IIF7^A) (D^SLTO^o 
[0135]@ft H9£ftCttl^*KUftDflm: 
ft^OT^)^ 1 0 0 1 ttS/PHIIS, 1 0 02BP/ 
SMK. 1 00 3iJS/PM^f-^, 1 00 4»¥ 

[ 0 1 3 6 ] M 1 0 CCTnT^n^a 1 0 3 Hf*Wt3l 
Tjvf 7 -^ 9 0 2©-?— 1 mM^tc*J(D-T-%¥ 
? * <CL2«*»9 0 1 ) <bCC 

tt#U «-9^»4 0 2<Z>a#«Bl*fii[<D^*«i 
SttoTOSW^C, s/PHBi 0 0 lector, Bf 
-sNfc*^-* 9 0 2<Dy £ -^^MWj:m^mmmiiL 
©^-SrifltC^&U S/P^f-^ 1 00 3ib 

fB-9«aW4 0 2K:j:or, BHfffimios 
0 P/SE1K1 0 0 2lc<fco 

[0137] a#teffl8B4 0 2 ftffi 1 ^ n * 
a"C**ltfJ:< t lBD*^fc!3©fl«ffc«^-ir9 0 

2<Db°*> FtfciCL 2ff-^9 0 1 itCJCECr, 

[0138] «^ss i o 3 *s«a«^»a-c* 

V $ fr/T i~ n ^Bft»**«-r 4CRT «It ^> 4 » 
[0139] *Cc % tH^JISSBg-^ftl&^r. ^*U®S 

g3 o s^ea^sns^-r-^oB&^^fc^a©— w 
ccoc>t, hi i*yj:tfH i 2*ffliirttM"r-&. 
[ o 1 4 o ] m i i wmm%a£3 o 3 *>6ffl*s 

0, m^ftsti/c^^-^^^ssai 0 3t?^t 
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[ o i 4 i ] h i i tcehr c**©^:*^?*- 

[0142] (1)^^ >^«CB|#^*flrriB*Hb 

oil (a) ttc^-t^mm (#*©¥£^:r 
[0143] #?rmc£K)mnit$titcmjnr-$te, 

1 0 3Gcft^3ft&|^©^-^te\ il 1 <a) tc^ 

m^tcmmmmzmz ft»wt 1 o 3 tc«^ 20 

3*i*l«©-fy-^», Ull (b) tc^TJ:^Jc t iS[ 

^ >te * ccs ^ >mmm s n/c^ 7= - * <t & 

[ 0 1 4 4 ] tt&Tlt^ 

sweurte*. seeo*^ «^ma»s 

3 0 3©fiHfjSffiSI$4 0 1 3&i»JRW*CBf^ffc"r4 ift 
tC. 1 0 3 ©«#A031S$4 0 2 3&ijB!RWfca# 

ft "K * fc* «^MQP8K 3 0 3 CDBf # 

®a^54 o i *>- j: i o 3 ©ffl-sueaaj 402 30 
t,cmiz^/mnmm&<Dmm&m£t ft £ e 

[0145] J/c, l^ttiTS^ 31* * 

[oi46] ( 2 ) ^^A^ffiiccBf^aifflissrBi^fc 

Hi 1 (a) K^T5EHi& <**©¥:£it^7* 

cn£©m&©-Sf$©iii{££ 40 
So AtttfKU*, »#7A#©^7*-*C£K:. 

[0147] ^^tciOBi^ffcSiafcR^-irtt. 

1 0 5 4ffll*8lfJI5I4«ttt, S^SS 
1 0 3te*^§*i£BR©-f 011 (a)GC^ 

^Bffeil3D^y-yteft4*^ ^tf $g 1 0 5 £ 

fflc^fctt-^jffifflsjtsftwntt, a^sse 1 0 3 tcat^ 

Sft£l»©-Y.rf-^ra, il 1 ( c ) &c5VTJ:5ic. & so 
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ft 5 Ate * tc&# ^ AW^ffl 3 *ifc*5*7*- £ £ ft 
[0 14B]**ftm l#&<hT&*7^Agfe£^a?> 
3 0 3©Rg-9&&$4 0 1 jMaS?ttfc«Hiffrr* £ft 

a^ti 0 3®«4t«aflS4 0 2**a»iw«:«# 

•TSJ:5K:T*. CtUtJ;^ *5^--*©— SKcSsfr 
S^a^pJIIBi ft D * £7t, jc^ffiTffll&B 3 0 3 ©Bg-^ 
«fflia54 0 1 te<fctfft^£?IB 1 0 3©ffl#jGaaB4 0 2 

[0149] S/c lm&tTZtiJ&fk&miiH** 

[0 1 5 0 J HI 2 tt, ^$JtS!&53 0 3^IHAS 
ft * 3l*S ?* - * ©Bf #{fc£ffi©— W*^TSiiJI§n r * 
0, HI 2TO k 7um& C**©^**^-*) *© 

lHS7>©a^7^£&COl>T, *©— «5#te*fLTBi 

[oi5i] iB*rt<oa^f r -**©± 
lffiiSrtcDa^f r '-^4 3 ©Tfiie^ KD^tcHf^jKHi* 
[0152] ±ffibT* h©A*qHWbU TfiLtf ^ H* 

ft& 0 *cr, nwfkft^^-^ia-^ttrccss^K 

1 0 3±~C3l^T£<h, ^~£©?^fSS^*i*<. 
[0153] ^/c Tftt> b<Dfr&®mtl>* ±iiL^ 

gioaits^t^i, f s ->©»IBS^3<. Hi 

[0 154]H12W llf^Sif-f^8t 
yhrfllRSStl. AS^^Sf 5 -*^ T5 5h J "C* 
Si U/ci^iC, ±(4tf^ h©#4W-9fbl/T r 5 5 
hj ^ T e 5h J tC&5. Tfib'^ h©^>&Bt^>fbOT 

r5 5hj *H5 2hJ CC&o/cW^Lfc 0 CCDJ:^ 

^^©^{bS^^<ft^cDT\ J:0»ttofc«SKiO 
r«W3ti5CiiftS. 

[0155] *^ii£r«. ±ffltf y b©**ie#fb-r4 
* 0 , * fc, 303 ©n&#«aiaJ4 0 1 te 

1 0 3 ©a^MSS|54 0 2 
[0 15 6]£(±, ^^>*l5l/*5A^rfSl(cBS#j!iffl 

^ifeT^fb^ffi, teJ:a\ lH^Woa^-^*© 
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[0157] ^Utt^JBCCffiS^ir^n^^V^iBffi 
Bfr*>ftTl>tt*ofc. *»U*«BTAS«5*S8B1 
j&«nrt6£&4. 

aawwfliflwii i o 5 *wor ^a^ttecctt, tomr 

3? ;U a > r- > ^ <D^IE n t* - £ K±-T 4 C £ pJte £ ft 

[0 15 9] 3 ^«0Si^^f^^^3>f 20 

*Mfc£U 7 r ^^^3>7 : '>^»Cca-rSBf-^«tffl i & 
jl £ C £ 5C J: T\ Df^«!ffl/ffi^«iffl<C>4!iffl*flDS 

[0 16 0] «JUft?JJLfcJ:5l£, *HlftJgJ8tc«-5^ 
[0161] fc*s, 4%(k»ffi(Cffi4W«Ui^Sl 0 

i b, H4 cc^r«sEt?«a< , h i 3 cc?n-r«jsscc 

U B 4 tt^L 4 0 1*. V7h^*Tr 

[ o i 6 2 ] m i 3 #mmBm<£fo&m&mmmm 

1 0 l(DffiCDtPtBS*^0-C^4 B 

[0 16 3]^13i?&, H4£H«0C. PCfc £<£>!# 

$6^fi^gi 0 1©^, «^fcRi-rsBiJ»r»or, 40 

[0164] H*. El 4 £Ht>1«Ji!lK3l5(CBl5H;«P#* 
7 0 1 B^#JM£iEtt»KT?ft£. 

[ 0 1 6 5 ] m 1 3 tcm-?ffii&<Dmmmmm ioi«c 

*Jt,*TB* H4«C^Ufcff§#«J3»4 0 lCMftfE*. C 
PU3 0 1 ^fA^t'J 3 0 2±tC7*C2y5A^rn 

^ H13 cc^t"«^cDm$ates^B 1 0 i«, mmm 

fj)gg3 0 3~CB&< , CPU3 0 l^jR^-^ifeBf 50 
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[ 0 1 6 6 ] H 1 4 tt, H 1 3 cc5vr«dE©nm#m$s 

SI 0 K0«l8«ifP«:^'rBieBia-C*4. 

[01671014 KflVT <fc 5 tC, * U 3 0 4 K 

SaShte^XS^x-f 8 0 86i, CPU3 0 1£>t§ 
^KtSoT, i^SW^S 3 0 3 te<fc OVU 3 0 7 4/1- 
UtVXfA^^'J 3 0 2StA;*73fi£ D 

[0 1 6 8 ] CPU 3 0 1 B. A^t/fc^ASSv?*--* 
8 0 8K*tL-C, ©-SHWfffll 0 5£ffll>r^Mf!l 

og*iirr. cpu 3 o nctoTBf^t^n/cBi^fb 

Slmf^ * 9 0 2 B, ^3 0 7 J: tfS^ffllfflJSgK 3 

0 3.*/My"C**^*V 3 0 4&C&tA;b£ft& 0 

^'; 3 0 4tcS®3n/cBf^t^f : -^9 0 2B, % 
^*0ffl®g3 0 3te<fcoT«,&ttIS;IV *m8gl0 3 

[oi69] ?%:t>%, m i 3 fcttm&<omwm& 

B10HCfcC>tlt CPU30 1^ i^^'J30 
4±CC¥S:flS^~*8 0 8 4«l, 2 
^-£8 0 8frh^^*V 3 0 4±CCH£-^ftf|^ 
-£90 2 *£«r *. «S%W»«!13 0 3 B, BS*Mt 

ass*?*-* 9 o 2cD^tHbi&^^f c\ mfm^n 

[0 17 0] CC~C\ Bf#ftflHRl 0 5B, 04£ffll> 

fcSi9rcB> 3ysWJIS>gB3 0 3©rtSKtcfi8$S*ixi» 

itciuk^ a i 3 tc^-rai f&wm&mmmm: 1 o 

1 CCteUTB, Hfr5f«t«H 1 0 5 B, ^FSKSttiattSHB 
7 0 lKffiJ3£nT^£kCD£T£o 
[0171]*fc, «a^«K«4fl|«W!HBR«l 0 
IB, H 4*50:0*131 3<ZH>-fftCt*5^T&, fttBJffiS 

mmi o 2$ffi^si o 3 t^miLtcm&tvx 

MMfflS6«*tt: 1 0 2 £^SIH 1 0 3 #-H*f tbfct* 
0 l*. c>;b©4PDA&£'£P?«tt*St»« 

[0172] ±ai/fcj:5^ — «tc, gtwtMois^ 

B, J:b^tt6BOfi^ C P U-t>/hSa©y * 'J ^ <!: 
»#«ffllB»W1f«4a*R: £ o t ttftficctt 4 £ c> 

*^ffiff^^cc 6 ^ ^ ^ n > > gffffi 
A-Cffl^ 4 J: 5 K-T ft«. ^»"CB«c < — W»**"ff#ffc 

3n/c7 ;r ^^JU3>7 : '>^ ; && ; 5C£tcJ:*9 v 

affl«:?»tttttt c p u^a^s^ v t»tt-j-i£*3W 
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[0174] £ C6r, iiSOKKrtt, r^^n-g^S 

[0175] ^dr;l,A**»oft:#^HJ** 
gCC*5l>Tfc, PCM (Pulse CodeModulati on) flWft 10 

[0176] «Jbtt?IIOfcJ:5fc, i^OBfclBKcWaf* 
[0177] ffi^T* **56ff5?J^^^f ; ^^^n>x 

> ^ iotu* - tr * a £*><Di£mtfivm & a * . 

[0 17 8] &*>\ f r > ? ^;l/n>T'>^CD^atC4ol^ 
[0179] 

7^©ttw#MHH. 40 

^ ACDtPSttff^ a - * + - h . 
[03] 4m»flBecffi&W^^ao«IS«jfiH. 

[04] ^^^CC^^fS^^S^g^gJBS^^o 
[0 5] 7 s ^*;i/=i>f L > , >IBfljRK36s6B2 : i63h47 s 

[06] iisfcmT^^b^ffi^Bf^b^n/c^^^^ 

[0 7] 4M0S(C«&f»^^SO«EBK«J!g9. 50 
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[0 8] 4^^1ttccffiS^M«^TO«K«fifiH. 

[09] xmMB&jc&zm^mmvmmmim* 

[010] *||tt»!B5c«4a7nS8aolRll8«JESia. 

[011] mmm&mfrh&Jisti&mnkr-ztDts 

[012] ^©Jffll^a^^a^ShSS^-irCOBt 

[013] *mmm^ci%zffimm&&m<Dumm 
0 O 

10 0: ^£;b:n>^>^gB?i?^ 
10 1: tHR&BSK 
10 2: Ifffl^SgBtt* 

103: m^ms 

10 4: BHffttKE 
10 5: BMMtfK 

106: wmmm 

10 7: =3>^>^JRHKia 
10 8: £7j*fHffl«UI 

109: $§mum 
110: a^i&a 
111: mfn&m 

3 0 1: 4»5fe3itt££iR (CPU : Central Processing U 
nit) 

3 0 2: ^XrA^^'J 
3 0 3: 3t7ftHflV«K 

3 0 4: -ty 

3 0 5: AJjfflwmm. 

3 0 6: jiHiH19P&S 

3 0 7: r?;* 

308: omxmm 

3 0 9: 3>^>^jRBH*aaau 
401: vgmumm 

4 0 2: 

4 0 3: 5 s —* 

7 0 1: ^Jf ^ttlBtt^g 

8 0 1: ^yfWgp 
80 2: *-f 3>*£jJB» 
80 3: 

80 4 : s^vmwm^ 
80 5 : ^^e»;r K u^fi-^ 

8 0 6 : LCD (Liquid Crystal Display) $IJ$JSB 
8 0 7: LCD©JffiHa# 
8 0 8: ¥£3Unf"-£ 
80 9 :.*-/5>^*fJjBiaU 
8 10: LCD^f 

811: ^yr^/^^u^iftiaB (s/pusg) 

8 12: S/P^fLCD*^^-^ 
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BS-^fcS/PifrLCDaS^-* 
Bi^bLCD*^-* 

aafi»LCDWW»# 

C L 2ft# 
LCDKIfemWR 
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Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

// 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 




TADED TEXT OR DRAWING 
BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

□ LINES OR MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



